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ONPEJAEJEHMS

B HacTOSIIEM IOKYMEHTe HCIIONB3YFOTCS CIICIYIOWNe TEPMHHDI U UX OIpe-
JEeTEeHUS.

ABTOMATH3HPOBAHHASI CHCTEMa — CHCTEMa, COCTOALIAs M3 nepcoHasga u
KOMITJIEKCa CPEICTB aBTOMATH3aL[UU €ro ACsSTEIbHOCTH, peanusyromas HHGOpMa-
[{MOHHYIO TEXHOJIOTHIO BBINOTHEHHS YCTaHOBICHHBIX (bYHKLHIH.

AytenTH(HKANHs OTHPaBUTE]s JaHHBIX — MOATBEPKACHUE TOr0, YTO OT-
IpaBUTEIb TOTyIE€HHBIX JaHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be30NnacHOCTh MEePCOHANBHBIX AAHHBIX — COCTOSHME 3aIUIICHHOCTA Nep-
COHAIBHBIX JTAHHBIX, XapaKTepPU3yeMoe CIOCOOHOCTBIO MoJIb30BaTeNel, TEXHUUYECKUX
CpelCcTB B MH(POPMAIMOHHBIX TEeXHOJIOTHM 00ecreunTs KOH(UIEHIINATbHOCTE, e~
JIOCTHOCTh W JOCTYITHOCTH NE€PCOHAIIBHBIX JAHHBIX IPU KX 00paboTke B HHGbOpMA-
[IMOHHBIX CHCTeMaXx MepCOHAIbHBIX JaHHBIX.

BHoMeTpHYeCKHe MepcoHaIbHbIe NaHHbIE — CBEACHHA, KOTOPBIC Xapakxre-
PU3YIOT (DM3HONOTHYecKHe OCOOCHHOCTH 4EJIOBEKA U Ha OCHOBE KOTOPBIX MOYHO
YCTAHOBUTH €r0 JIMYHOCTD, BKIIIOYAs dororpaduu, OTIEYATKU IATBLEB, obpa3s ceT-
YaTKH T7a3a, 0COGEHHOCTH CTPOEHHUS Tella U APYTYIO TIOJ00HYO HHMOPMALUIO.

BoKHpoBaHHe NePCOHATLHBIX JaHHBIX — BDEMEHHOE MPEKPALICHNE coopa,
CHCTEMATH3allY, HAKOIUIEHHS, WCIIONB30BAHMUS, PAacpOCTPaHEHHs, NEPpCOHAIBHBIX
IAHHBIX, B TOM YHUCJIE UX ITepe/Iayu.

Bupyc (KOMNbIOTepPHbIH, NPOrpaMMHBIii) — MCTIOJIHSAEMBIN TTPOTrPaMMHBIN
KOJ WIM WHTEpIPETUPYEMbIH HAOOp HMHCTPYKIHUH, 00J1aaroIMii CBOMCTBAMH He-
CAaHKLMOHUPOBAHHOTO PACIpOCTpaHEHHWs U CaMOBOCIPOU3BEICHUA. Co3naHHbIE
TyONMKaTEl KOMIBIOTEPHOTO BHpyCa He BCErla COBIANAIOT ¢ OPUIMHAIIOM, HO CO-
XPAHAIOT CIIOCOOHOCTH K JalbHEHIIeMy pPaclpOCTPaHEHUIO U CaMOBOCIIPOU3BE/IC-
HUIO.

BpenonocHasi mporpaMma — Iporpamma, IpeiHa3HadeHHas Ui OCyIIeCTB-
JIeHWs. HECAHKIMOHHUPOBAHHOTO JOCTyHa W (WJIKM) BO3AEHCTBUA Ha MEPCOHABHBIC

JaHHBIE UK PeCypChl HHPOPMALMOHHON CHCTEMBI I€PCOHATIbHBIX TaHHBIX.
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BenoMmoraTeJbHble TeXHHYECKHe CPeACTBA M CHCTeMbl — TCXHHHUECKHC
Cpe/ICTBA M CHCTEMbI, He Mpe[Ha3HadeHHbIE UL Mepe/iaty, 00pabOTKU ¥ XpaHEeHHU
MepCOHANBHBIX JIAHHBIX, YCTAHABIMBAEMBIC COBMECTHO C TEXHMMCCKUMH CPEACT-
BaMM ¥ CHCTEMaMy, IIpeJHA3HAYeHHBIMI I 00pabOTKH MEePCOHANbHBIX JaHHBIX
JUTA B TIOMELIEHUsIX, B KOTOPBIX YCTAHOBJEHB! MH(POPMAIMOHHBIE CHCTEMBI IIEPCO-
HaJIbHBIX JAaHHBIX.

JlocTyn B ONepalHOHHYI0 CpeAy KoMIbIoTepa (undopMaLHOHHOM CHCTe-
MbI NePCOHATBHBIX JAHHBIX) — MOJTyYEeHHE BO3MOKHOCTH 3allyCka Ha BBIIIOJIHE-
HHUe IITaTHBIX KOMaH[, (yHKIIHi, IpOLeayp ONEPaliOHHON CHCTEMBI (yHHYTOXE-
HIisl, KOIIMPOBAHKS, [EPEMEIIEeH)s U T.IL), MCIOTHACMBIX (aiioB MPUKITAIHBIX
IIpOrpamMM.

TocTyn K HH(OpMANHH — BO3MOKHOCTb IOTydeHHs HHQOpMALUK 1 €€ He-
10JIb30BaHHUsL.

3aK/1a049HOE YCTPOiiCTBO — SIEMEHT CPEIICTBA CheMa UH(OpMALIUH, CKPBIT-
HO BHE/IPAEMBIH (3aK/Ia[bIBaeMblil FITH BHOCHMBIN) B MeCTa BO3MOKHOIO CheMa MH-
dopmarmH (B TOM YHCIIE B OTPaKIEHHE, KOHCTPYKIIMIO, 000pyZOBaHHUE, TPEIMETHI
HHTEphEPA, TPAHCIIOPTHEIE CPEICTBA, a TAKKe B TEXHUUECKUE CPENICTBA M CUCTEMBI
06paboTKK HHPOPMALUH).

3amumaemas napopManus — MHGOPMAIIHS, SBISIOMASCS IPEIMETOM CO0-
CTBEHHOCTH W TIOJUIE)KAIAs 3all(UTe B COOTBETCTBUH C TPeOOBAHUSAMH MPABOBBIX
JIOKyMEHTOB MM TPeGOBAHUSAMH, YCTAHABIMBACMBIMH COOCTBEHHUKOM HH(bOpMa-
105048

NaenTudukanus — IPUCBOCHHE CyOBEKTaM U OOBEKTaM J0CTyla WICHTH-
(ukaropa 1 (W) CpaBHEHUE MPebSBIIAEMOro HACHTU(HKATOpA C ePEIHEM IPH-
CBOEHHBIX HJICHTU(HUKATOPOB.

NudopmaTuBHbIi cHrHAJ — JJIEKTPUYSCKUE CUTHAIIBL, aKyCTHIECKHE, SJICK-

TPpOMarHuTHBIC U OPYIHe (bmnqecme IoJpt, 110 MapaMeTpaM KOTOPBIX MOXKET OBITh



pacKpbITa KOH(QUICHINAIbHAS nHdopMmarys (IepcOHAIbHEIE JaHHBIE) 00pabarhl-
Baemasi B MH(QOPMALIMOHHOH crucTeMe NEPCOHATBHBIX JIAHHbIX.

NndopManHOHHAS CHCTEMA MEPCOHATLHBIX NaHHBIX (MCILAn) — undop-
MALIMOHHAS CHCTeMa, PEICTABILIONIAsS COOOH COBOKYMHOCTE NEPCOHATLHBIX Jat-
HBIX, COfepKalumxcs B 0asze MaHHBIX, a TaKKe MHGOPMAMOHEBIX TEXHOJIOTUH 1
TeXHUYECKUX CPECTB, MTO3BOJIAIOIIMX OCYIIECTBIATD 06paboTKy TaKMX MEepCOHAIb-
HBIX JAHHBIX C UCIONb30BaHUEM CPEICTB aBTOMAaTH3alMU WK 6e3 UCIIONb30BaHUS
TaKHUX CPEACTB.

NHpopMalHOHHbIE TEXHOJIOTHH — IIPOLECCHI, METO/IbI NIOMCKA, cbopa, xpa-
HeHusl, 00pabOTKH, MPeNOCTaBICHNUS, PaCIPOCTPAHECHUA MHPOPMALIMU U CIIOCOOBI
OCYILIECTBIICHUS TAKMX MPOLECCOB U METOIOB.

Hcroib30Banue NepCOHAIbHBIX IAHHBIX — JelicTBHS (Onepaiun) ¢ epeo-
HATBHBIME JAHHBIMH, COBEPLIAEMbIE OTIEPATOPOM B IEJIAX TIPUHATHS PelIeHHH Ui
COBEpIIICHHS MHBIX AEHCTBHIL, TTOPOKAAIOIINX IOPUIMYECKAE MOCTCACTBIA B OTHO-
IIeHnH CyOBeKTa TepCOHATBHBIX JAHHBIX MU JPYTHX JIHL[ IH00 MHBIM obpasom 3a-
TPATMBAIONIMX MpaBa W CBOGOMBI CyOBeKTa MEpCOHANbHBIX AHHBIX MM JPYTHX
JIHIL.

M CcTOYHHK yrpo3bl 6e30MacHOCTH HHGOpMAaLUH — CYOBEKT JOCTyIa, Mare-
pUAILHBI O0BEKT WM (U3HIECKOS SIBIICHHUE, ABJIIOIIMACCS IMPUYMHON BO3HHKHO-
BEHHs YIPO3bl 6€30IaCHOCTH HH(POPMALIHH.

KouTposupyemasi 30Ha — IIPOCTPAHCTBO (TEPPUTOPHSL, 31aHKE, YacThb 37a-
HUS, IOMELIEHNE), B KOTOPOM HCKITFOUEHO HEKOHTPOJIMPYEMOe TTpeObIBaHKE [OCTO-
POHHMX JIMI[, & TAKKe TPAHCIIOPTHBIX, TEXHUYECKMX M MHBIX MaTepHaJIbHbIX
CPE/ICTB.

KoH(HAeHIHAILHOCT ePCOHANBHBIX JAHHBIX — 00A3aTENbHOE i CO-
OIIOIEHHS OTIEPATOPOM T HHBIM IOTyYMBILKM JIOCTYT K NEPCOHATILHBIM JaHHBIM
JMIOM TpeGOBaHHe He JOMyCKATh MX paclpocTpaHeHHe Oe3 corvacus CyObeKTa

[ICPCOHAIbHBIX JaHHbIX WJIM HaJIAIHA HHOT'O 3aKOHHOT'O OCHOBAHMA.



MeskceTeBO#l dKpaH — JIOKAJIbHOE (OTHOKOMITIOHEHTHOE) M (YHKIIMOHAJIb-
HO-pacIpeIeieHHOe  TIPOTrPaMMHOE (IIpOrpaMMHO-AIIIAPATHOE)  CPEICTBO (koMm-
[IEKC), peaTh3yrolllee KOHTPOIb 32 HH(OpMalUeH, nocTynaromeil B nHGopMaLy-
OHHYIO CHCTEMY NEPCOHATBHBIX JAHHBIX 1 (vIK) BBIXOUIILEN 13 HH(OPMAIMOH-
HOM CUCTEMBEI.

HapymnTeab 6e30M1aCHOCTH MEPCOHATbHBIX TaHHbIX — (U3IIECKOE JIULIO,
CITy4aiiHO WM MPeJHAMEPEHHO COBEPLUAIOIIeE JEHCTBUS, CEICTBUEM KOTOPBIX AB-
JseTcsl HapylleHue Ge30MacHOCTH TIepCOHATBHBIX JAHHBIX IPH X 00paboTKe TeX-
HIYECKVIMU CpeIcTBaMK B HHQOPMAIIMOHHBIX CHCTEMAX IEPCOHABHBIX IAHHBIX.

HeaBToMaTH3HPOBAaHHAsI 06pab0OTKA MEPCOHATBHBIX IAHHBIX — 00paboT-
Ka TMepCOHANBHBIX JAHHBIX, COACPXKAIINXCA B MHQOPMAIMOHHOH CHCTEME IepCo-
HAJIBHBIX JAHHBIX 00 M3BIEUEHHBIX U3 TAKOH CHCTEMbI, CIUTACTCS OCYIIECTBIICH-
HOM 63 MCIOTh30BAHMS CPEICTB aBTOMATH3ALMY (HEaBTOMATH3UPOBAHHOM), eCli
TaKpe IeHCTBHS C II€PCOHANBHBIMUA [aHHBIMH, KaK HCIIONB303aHME, yTOUHCHHE,
pacIpoCTpaHeHue, yHHYTOKEHHE NIEPCOHATBHBIX JaHHBIX B OTHOLICHAHN KaXKIOTO U3
CyGBEKTOB TIEPCOHAIBHBIX JAHHBIX, OCYIIECTBISIOTCS IPH HEMOCPEICTBCHHOM y1a-
CTHH 4YeJIOBeKa.

Henek/apHpOBaHHbIE BO3MOMKHOCTH — (YHKIMOHATBHBIE BO3MOXHOCTH
CPE/ICTB BBIUHCITMTENEHOM TEXHUKH, HE OMMCAHHBIC WM HE COOTBETCTBYIOIIUE OIH-
CAHHBIM B JOKYMEHTAIIUH, IPU KCIOIB30BAHNH KOTOPBIX BO3MOKHO HapyIICHHE
KOHQUIEHIIMATBHOCTH, JOCTYIHOCTHA HIIH IeIOCTHOCTH oOpabarpiBacMOl HH-
dbopmanuu.

HecaHKIHOHHPOBAHHBIN J0CTyN (HECAHKIHOHHPOBAHHbIE AeiicTBHS) —
10CTyn K MH(OpMAIMK WM JeHcTBHs ¢ MH(bOpMaled, HapyIaroulke npaBuia
pasrpaHUYEHHs IOCTYIIA C UCTIONE30BAHUEM ILITATHBIX CPE/ICTB, IPEIOCTABILIEMbIX
UHGOPMAIMOHHBIME CUCTEMAMH MTEPCOHAITBHBIX JaHHBIX.

Hocureis undopManuu — GU3NIECKOe JINLO WM MaTepUaTbHbIN OOBEKT, B

TOM UYHCJIC (1)I/I3I/I‘-IGCKO€ [10J1I€, B KOTOPOM I/IH(l)OpMaLII/IH HaXOAUT CBOC OTPAKCHUE B



BHJIE CHMBOJIOB, 0OpPa30B, CHTHAJIOB, TEXHUYECKUX PEIICHHH U MPOLECCOB, KO-
YeCTBEHHBIX XapaKTepUCTUK (QU3UIECKUX BEJTMUUH.

O6e3JnunBaHie MePCOHATLHBIX JaHHBIX — JEHCTBYS, B pe3yipTaTe KOTO-
DBIX HEBO3MOYXHO ONpENENHTh IPHHA/IKHOCTh EPCOHANBHBIX JaHHBIX KOHKPET-
HOMY CyOBEKTY MepPCOHANBHBIX JaHHBIX.

OG6pa6oTKa NepcoHaTLHBIX AaHHBIX — JeHCTBYSA (OIEpaIUH) C EPCOHAITb-
HBIMH JaHHBIMH, BKJIIOYas cOOp, CHCTEMAaTH3aLHIO, HAKOILICHNE, XPaHEHNE, yTOq-
HeHue (OOHOBIIEHIE, M3MEHEHNUE), HCIIONB30BaHNE, PACTIPOCTPAHEHHE (B TOM YUCTIE
nepenauy), o0e3TMUNBaHue, OJOKAPOBAHHE, YHUYTOXKEHHE MEPCOHAIBHBIX JlaH-

" HBIX.
O61e10CTyIHbIE TepCOHAbHbIE JaHHbIe — NEePCOHANbHBIC NaHHBIC, 10-
CTYII HEOTPAaHHYEHHOTO KPyra JIMI K KOTOPBIM NPEIOCTABIEH € COTIacks CyOBbeKTa
ITepCOHAIBHBIX JAHHBIX WK Ha KOTOpPBIE B COOTBETCTBHH C (he1epalbHBIMHU 3aKO-
HaMM He pacipocTpaHsercs TpeboBaHIe COOJI0IEHI KOH(HIEH IHaTbHOCTH.
OnepaTop (NepcoHaJbHbIX JaHHBIX) — FOCYAPCTBEHHbBIN OpraH, MyHHULIU-
NaJIBHEI OpraH, IOPHAMYECKOE WM (U3HUECKOe JIHII0, OpraHu3yrolee U (W)
OCYILIECTBIISFOIIIee 00PabOTKYy MEPCOHAIBHBIX JaHHBIX, & TAKKe ONpeNesIroIe
1eJIM U cofep kaHne 00paboTKM NEPCOHATIBHEIX JaHHbBIX.
T Texnnueckne cpeacTBa HH(POPMALHOHHOH CHCTEMbI NEPCOHATbHBIX
AAHHBIX — CpelCTBa  BBIUMCIIATEIBHOU TEXHUKH, UH(OOPMALIMOHHO-
BBIUUCIMTENLHBIE KOMIUIEKCH M CETH, CPeACTBA M CUCTEMBI Iiepeavuu, IprueMa 1
obpabotku T1/IH (cpemcTBa W CHUCTEMBI 3BYKO3AIMCH, 3BYKOYCIICHHS, 3BYKOBOC-
IPOM3BEIEHNS], IEPETOBOPHBIE M TEJIEBU3HOHHEIE YCTPOMCTBA, CPENCTBA U3IOTOB-
JIeHHsI, THPAKUPOBAHKS JOKYMEHTOB U JPyTrHe TeXHUYECKHe CpecTBa 00paboTKH
peueBol, rpaUUecKol, Brieo- U OyKBEHHO-LIM(PPOBOH HH(OPMAIUH), IPOrPaMM-
HBIE CPeJICTBa (OIEpaliOHHbIE CHCTEMBI, CUCTeMBI YIIpaB/leHus 0a3aMy JaHHBIX U

T.IL.), CPEICTBA 3aIUTH HH(QOPMALIMH, TPHIMEHseMble B MH)OPMALIMOHHBIX CHCTe-

Max.



IMepexBaT (HHGOPMANHH) — HEIIPABOMEPHOE TOITyIEeHIEe nHpOpMaLUH C UC-
IOJIb30BAHHEM TEXHMYECKOTO CPEJCTBA, OCYIIECTBISIOMEro oOHapyKeHHe, MPUEM
1 00paboTKy UH(POPMATUBHBIX CUTHAJIOB.

IepcoHaibHbIe JaHHbIE — JIF00as HH(OPMAIIKS, OTHOCAIIAACA K OIPENENICH-
HOMY WM OMpeJeIieMOMy Ha OCHOBAHHMHM TaKod MH(popMalny (U3HIECKOMY JHILY
(cyOBEeKTy NEPCOHATBHBIX JAHHBIX), B TOM YHCJIE €ro HaMuiIus, UMs, 0TYECTBO, IO/,
MecsIll, JaTa ¥ MECTO POXICHHS, afpec, CEMENHOE, COLMATbHOE, UMYIIECTBEHHOE
HoJIOXKeHHe, 00pazoBanue, IPoQeccHs, TOXOIbl, APyras HHYOPMALHS.

IMoGo4HbIe 3JeKTPOMATHUTHbIE H3Jy4YeHHs H HABOAKH — 3JICKTPOMArHUT-
Hble M3JIyYeHHs] TEXHUYECKUX CPEeICTB 00pabOTKH 3alluIIaeMod HH(pOpMaLuy, BO3-
HUKAIOL[Ue KakK IT000YHOEe SIBIICHWE M BBI3BAHHBIE JJIEKTPUYCCKUMU CHUTHATIAMU,
JIEUCTBYIOIUMU B WX JJIEKTPUYECKMX M MAarHUTHBIX LEMAX, a TaKkxkKe dJIeKTpoMar-
HUTHBIE HABOJKH 3THUX CUTHAJIOB Ha TOKOIIPOBOIALIUE JTUHHH, KOHCTPYKIUHU U LETIH
MATaHMUS.

IMoJMTHKA «YHETOrO CTOJIa» — KOMILIEKC OpPraHU3allMOHHBIX MEPOIPUATHH,
KOHTPOJIHMPYIOIIUX OTCYTCTBHE 3alMCHIBAHUS Ha OyMajkKHBIE HOCHTENM KITFOUSH U
arpubyToB HOCTyIa (ITaposieii) U XpaHeH:s UX BOIHM3H 00BEKTOB T0CTYTIA.

Houab3oBaTejb HHPOPMANHOHHOH CHCTEMBbI IMEPCOHANBHBIX AAHHBIX —
JIMI0, YYacCTBYyIOIlee B (PYHKIMOHUPOBAHUU HH(POPMAIMOHHO¥K CHCTEMBI II€pPCO-
HAJIBHBIX JaHHBIX WM UCIIONB3YIOIIee pe3yIbTaThl e (yHKIMOHIPOBaHUS.

IpaBuaa pasrpaHnyeHHsi JOCTYNA — COBOKYIIHOCTh IIPABHUII, PETJIAMECHTH-
PYIOIIKX [paBa A0CTyIa cyOBEKTOB IOCTyNa K 00beKTaM JOCTYIIA.

IMporpamMmmHasi 3aKjaafKa — KOJ IIPOrpaMMbl, IPEAHAMEPSHHO BHECEHHBIN B
IIPOrpaMMy C IEJbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OIOKMPOBATh, YHUYTOKHUTH
MHPOPMALIMIO WM YHHYTOKHTh U MOTH(HUIUPOBATH NIPOrpaMMHOE OOecreyeHune
UH()OPMAIMOHHOM CHCTeMBl NEPCOHANBHBIX NAHHBIX U (Uid) OJOKHPOBATH amia-
paTHEIE CpelcTBa.

IIporpammHoe (mMporpaMMHO-MaTeMaTH4YecKOe) BO3AeHCTBHE — HECaHK-
[IMOHUPOBAaHHOE BO3/IEHCTBHE Ha PeCypChl aBTOMATU3UPOBAHHON HH()OPMAIIHOHHON

CHCTEMBI, OCYIIECTBIIAEMOE C UCIIOJIB30BAHUEM BPEAOHOCHBIX HPCTPAMM.



PackpbiTHe TEpPCOHAJbHBIX JAHHBIX — YMBIIUIEHHOE WIH CllydanHoe
HapyIlIieHne KOH(QUISHIIUMAIbHOCTH IIEPCOHANBHBIX JaHHBIX.

PacnpocTpaHeHue mepcoHaIbHBIX JaHHBIX — JIEUCTBUA, HAPaBICHHBIC Ha
nepeaavy IMepCOHATBHBIX JaHHBIX OMpeelieHHOMY Kpyry Jull (Iepenada Iepco-
HaJIBHBIX JIAHHBIX) WM HAa O3HAKOMJIEHHWE C MMEePCOHAIbHBIMY AAHHBIMU HEOIpPaHU-
YEHHOI'0 KpyTa JIdll, B TOM 4Hciie 0OHApOJOBaHNE [IEPCOHANBHBIX JaHHBIX B CPEJl-
CTBax MaccOBOM nHdopManuuy, pa3MelleHne B UH(OPMaIIMOHHO-
TeJeKOMMYHUKAIIMOHHBIX CEeTSX WM IMpeAOoCTaBIeHHE AOCTyla K INEPCOHAIbHBIM
JTaHHBIM KaKUM-JTUO0 UHBIM CITIOCOOOM.

Pecypc nHpopMaLMOHHOI CHCTeMBbI — IMEHOBAaHHBINA 3JIEMEHT CUCTEMHOTO,
IIPUKIIAJHOTO WIM annapaTHOro odecrieueHust GyHKIIMOHUPOBAHUS WHPOPMAIIMOH-
HOU CHUCTEMBI.

CrnennaibHble KaTeropHu MepCcOHAJbHBIX JAHHBIX — IIEPCOHAJIbHBIC aH-
HbI€, KacarolUecsi pacoBOW, HAIMOHAIBHOW MPUHAMJIEKBOCTH, IMOTUTHICCKUX
B3TJIS1J10B, PEIIMTUO3HBIX WU QUIOCODCKUX YOCIKICHUH, COCTOSHUS 3I0POBbS U UH-
THMHOM XU3HU CyObeKTa MepCOHATBHBIX TaHHBIX.

CpencrBa BbIYHC/IHTENbHOH TEXHHKH — COBOKYIHOCTh MPOTPAMMHBIX U
TEXHUYECKUX 3JIEMEHTOB CHCTEM OOpaOOTKHU JAHHBIX, CIIOCOOHBIX (YHKIIMOHHPO-
BaTh CAMOCTOSITEJIBHO UJI B COCTABE APYTUX CUCTEM.

Cy0bekT noctyna (cy0beKT) — JIULO WIK IPOLecC, AeHCTBHUS KOTOPOTO per-
JTAMEHTUPYIOTCS IIpaBUJIaMU pasrpaHUueHUs JOCTYIIa.

Texnuuyeckuii kaHan yreuykd HH¢OpMaLUU — COBOKYITHOCTH HOCUTEISI HH-
(opmarmu (cpeacrBa 06paboOTKH), HU3NUECKOM Cpeibl pacnpocTpaHeHust HH(OP-
MaTUBHOTO CUTHajla M CPEJICTB, KOTOPBIMH JOOBIBAeTCs 3aluuinaeMasi HHdopma-
Lus.

Tpancrpanu4ynas mepegaya NepcoHAJbHBIX JAaHHBIX — Iepeaada Mepco-
HaJIbHBIX JaHHBIX OmepaTopoM 4depes I'ocynapcTBeHHyto rparuny Poccuiickoit ®e-
A€palMy OpraHy BIAaCTU HHOCTPAaHHOI'O IOCYJapcTBa, (GU3NYECKOMY WU IOpHIHYe-

CKOMY JIMIy UHOCTPAHHOT'O TOCy1apCTBa.



Yrposbl 6e30NacHOCTH NePCOHAIBHBIX AAHHBIX — COBOKYITHOCTD YCIIOBHIA
71 (paKTOPOB, CO3AAIOLIHX OTACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM HUC]IC clyyvai-
HOTO, JOCTYTa K MEPCOHAIBHBIM JIAHHBIM, Pe3yIbTaToOM KOTOPOTO MOXET CTaTh
VHUUTOXKEHUE, U3MEHeHHe, OJIOKUpOBaHHE, KOMMPOBAHNME, PACHPOCTPaHEHHUS Mep-
COHAJTbHBIX JAHHBIX, & TAKKE UHBIX HECAHKIHOHMPOBAHHBIX JICHCTBUN MPH MX 00-
paboTke B MHGOPMALMOHHOM CHCTEeME IePCOHAIbHBIX TaHHBIX.

VHHYTOKEHHE MePCOHANLHBIX JAHHBIX — JICHCTBUS, B PE3Y/IbTaTe KOTOPIX
HEBO3MOXKHO BOCCTAHOBHTB COIEYKAHME MEPCOHATBHBIX J2HHBIX B HH(pOpMAry-
OHHO#! cCHCTeMe NEPCOHATBHBIX JaHHBIX UM B Pe3yJIbTaTe KOTOPBIX yHUUTOKAIOTCA
MaTepuabHble HOCUTENIN IEPCOHATBHBIX TaHHbIX.

Vreuka (3amumaemoii) HHGOPMANMH 1O TE€XHHYECKHM KaHajaMm — He-
KOHTPOJIAPYEMOE PACTIPOCTpaHeH e HH(POPMALMHE OT HOCHTEIIS 3allUIIaeMO MH-
(opMarmu yepe3 (HU3NIECKYHO Cpedy 10 TeXHHYECKOro CPEACTBA, OCYIIECTBIIAIO-
ILIET0 TIepeXBaT HHPOpMALUH.

Vupexaenne — yupexkIeHus 31paBOOXPaHeHH s, COLUATLHON Cheprl, Tpyaa 1

3aHSITOCTH.
Vs13BUMOCTB — ¢J1a00CTh B CPECTBAX 3aALLUTHI, KOTOPYIO MOYKHO HCIIOIB30-
BaTh JJIsl HAPyLICHHs CHCTEMBI HJTH cofepKallieiicsa B Hell HH(OpMalyH.
[lesocTHOCT MHGBOPMALMH — CIIOCOOHOCTh CPEJICTBA  BBIYUCITUTEIBHOM
TEXHHKY MJIH aBTOMATH3APOBAHHOM CHCTEMBI 0OECTIeBaTh HEM3MEHHOCTh UH(OP-
MAlUM B YCJIOBMSIX CIIyYaHHOrO W/WIH MPeJHAMEPEHHOIO HCKaKEHHs (paspylie-

HUSI).
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OBO3HAYEHUSA N COKPALLIEHI S
ABC — a"HTHBUpYCHBIE CPEACTBA
APM — aBTOMaTH3MpOBaHHOE paboyee MECTO
BTCC — BcnomorareibHble TEXHUYECKHAE CPEACTBA U CUCTEMBI
NCIIIx — uadopmaliioHHas cucTeMa NEPCOHAIBHBIX JIAHHBIX
K3 — koHTponmmpyemast 30Ha
JIBC — nokanbHasi BBIMUCIIUTEIbHAS CETh
MD — MexceTeBoit SKpaH
HCJI — HecaHKIIMOHUPOBAHHBIHN IOCTYTI
OC — onepaloHHas cucTeMa
OTCC — ocHOBHBIE TEXHUYECKHUH CPEJICTBA U CUCTEMBI
I1/11 — nepcoHallbHbIC TaHHBIC
IIMB — nporpaMMHO-MaTeMaTH4ecKoe BO3CHCTBIE
ITO — mporpammHOe obecrieueHre
[TOSMMH — nobo4HBbIe 371eKTPOMArHATHBIE U3ITYUCHHUSI B HABO KK
CA3 — cucreMa aHanm3a 3alIUIIEHHOCTH
C3MU — cpencrsa 3aUTH HHOOPMALTUH
C3I1/IH — cuctema (MOACHUCTEMA) 3AIUTHI IEPCOHATBHBIX JAHHBIX
COB — cucrema 0OHapyKEeHHSI BTOPIKEHHIMA
TKYH — TexHudeckue KaHasbl yTeYKH HHGOPMALUK

YBII/Ia — yrpo3el Oe30macHOCTH MepCOHATBHEIX JaHHBIX
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BBEJIEHUE

Hacrosmas Konnenmus nadopmarinornoi 6ezonacHoct MCITIH pazpado-
tana I'bBY3 PMUAL]L ([lanee - YdapexneHue), siBlisieTcsl OQIIUaIbHbIM JOKyMEH-
TOM, B KOTOPOM OIIpe/ieJieHa CHCTeMa B3TISAI0B Ha o0ecrederre HHPOpMallMOHHOM
0e30MacHOCTH YUpexAeHuUs.

HeobxonumMocts paspabotku KoHIenmuun o0yciioBlIeHa CTPEMUTENbHBIM
pacmpeHueM chepbl NPUMEHEHUs] HOBEHIINX HH(QOPMAIMOHHBIX TEXHOJIOTHH U
IIPOLIECCOB B YUpEXJIEHUSX, TPU 00paboTKe WHPOpMAIUKA BOOOIIE, U MepCOHAb-
HBIX JAHHBIX B YACTHOCTH.

Hacrosmas Konnenuus onpesnenseT OCHOBHBIE IeNIX ¥ 3aladH, a Takxe 00-
LIYIO CTPATEruio MOCTPOEHUS CUCTEMBI 3aIUTHI rmepcoHanbHbIX HaHHbIX (C3I1/{H)
VYupexnaenus. Konnenuus onpenesisieT OCHOBHBIE TpeOOBaHUs! U 0a30BbIe ITOIXO/IbI
K MX pealld3aluy, IS JOCTHKEHUs TpeOyeMoro ypoBHs 0e30MacHOCTH HH(OpMa-
UH.

Konnenuus paspaboraHa B COOTBETCTBHU C CHCTEMHBIM ITOAXOJ0M K obec-
IEeYEeHHI0O MHPOpMaUOHHOW Oe3zomacHocTH. CHCTEMHBIA IMOIXOX IIpeNojaraer
IPOBEACHNE KOMILIEKCA MEPOIPUATHH, BKIIOYAIOUINX UCCIIE0BaHHE YIpo3 HHpOp-
MallMOHHOM 0€30IacHOCTH U Pa3pabOTKy CHUCTeMbI 3aIiuThl [TJ[H, ¢ MO3UIUU KOM-
TUIEKCHOT'O IIPUMEHEHUS] TEXHUYECKUX U OPraHU3aIl[HOHHBIX MEDP U CPEICTB 3alUTHL

[lox wnpopmanuoHHOH Oe3omacHocThiO ITJ[H MOHMMaETCS 3aIUIIEHHOCTD
NIepPCOHANBHBIX JaHHBIX U 00pabaTsiBarollel WX HHQPACTPYKTYpe OT JIHOOBIX CIIy-
YaWHBIX WK 3]I0HAMEPEHHBIX BO3JEUCTBUMN, Pe3yIbTaTOM KOTOPHIX MOXKET SBUTHCS
HaHeceHue yiuepba camoll MHbopMmanuu, ee BiadeibiaM (cyOownekram I1J[H) win
UH(PACTPyKType. 3afauil HHPOPMAHOHHON 0E30IaCHOCTH CBOAATCS K MHHAMH3a-
1uy yepba oT BO3MOKHOM peanusanuu yrpos 6esonacHoctu I1)n, a Takxke K mpo-
THO3MPOBAHUIO U NIPEAOTBPAILCHUIO TAKUX BO31EHCTBHL.

Konnernnus ciyxut ocHOBOH IS pa3pabOTKH KOMILIEKCa OPraHU3alHOHHBIX
¥ TEXHUYECKUX Mep 10 00ecleYeHnI0 HH(MOPMAHOHHON 6e30MacHOCTU YupesxKie-

HI/Iﬁ, a TAK)X€ HOPMATHUBHBIX U METOIUYECKUX HAOKYMCHTOB, O6CCHC‘II/IBEUEOH_II/IX c€C
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peanu3allyio, ¥ He MpejrnonaraeT HoAMeHbl (QYHKIUH IocylapCTBEHHBIX OpPTraHOB
BilacTé Poccuiickoil Pepepanun, OTBEYAIONIMX 32 00ecleueErue 0e30NacHOCTH HH-
(OpPMAaIMOHHBIX TEXHOJOTHH U 3alUTy HH(POPMALIUU,
KoHnuenuus sBisgercs MeTOL0JOrMIeCKON OCHOBOM IS
e (hopMHpPOBAHUS U TPOBEJCHUS €MHON IIOIIUTUKHU B 00J1aCTH 00eCIeueHUs
oe3omacHocty [1/]n B UCII/IH Yupexnenus;
® TIIPWHSATHS YIPABICHUYECKUX PEHICHUM U pa3pabOTKU MPAKTHYECKHUX MEP
T10 BOILIOILEHHIO ONUTUKH Ge3omacHocTy IT/IH U EBIpabOTKH KOMILIEKCa
COTJIACOBAHHBIX MEpP HOPMATUBHO-IIPABOBOT0, TEXHOJIOIMYECKOIO U Opra-
HU3ALMOHHO-TEXHUYECKOr0 XapakTepa, HaIpaBJICHHBIX HA BBbIABIIEHUE,
OTpa)XeHHE W JIMKBUJALMIO MOCIEACTBAN pealnu3alud pasiIuyHbIX BUIOB
yrpos [1/1g;
® KOOpPAWHALIMYU AESTEIbHOCTH CTPYKTYPHBIX MOAPA3ICTCHUNA Y UpeKIeHUSA
IIpH [IPOBEJEHUHU paboT no pa3Butuio U skcruryataruu MCITH ¢ coburo-
neHreM TpeboBaHui obecrnieuenus 6e3zonacHoctu [1]1H;
® pa3paboTKH MPEAJIOKSHUH M0 COBEPIICHCTBOBAHHIO IPABOBOI0, HOpMa-
TUBHOT'O, METOAUYECKOIr0, TEXHUYECKOT0 U OpraHM3allMOHHOro obecrie-
yenus 6ezomacuoctu [1/1a B ICIT/IH YupexaeHus.
IIpaBoBoii 6a3oil 1y pa3paboTku HacTosmed Konmenuuu ciayxar TpeboBa-
HUS OEWCTBYIONMX B Poccuu 3aKOHOMATENBbHBIX WU HOPMATHBHBIX JOKYMEHTOB IO

obecnieueHnI0 0€30IIaCHOCTH MePCOHANBHBIX AaHHbIX ([T/IH).



1 O0mue moJioKeHUus1

Hacrosmas Konuenuus onpezeiseT OCHOBHBIE LIeNH ¥ 3a1a4l, a TaKxke 00-
II[y}0 CTPATErHO IMOCTPOEHHUS] CHCTEMbI 3alllUThl MEPCOHANBHBIX JaHHBIX ( Jaiee -
C3I1/1n) Yupexnenus, B cooTBetcTBuu ¢ [lepeunem MCIT/IH. Koruenmus onpene-
JsieT OCHOBHBIE TpeOOBaHUS U 0a30Bble MOAXOAbl K UX peallv3aluu, NJII JOCTHXKe-
HUS TpeOyeMoro ypoBHs 0€30MacHOCTH HH(GOpMaLUH.

C3I1/ln mpencraBnsier coOOH COBOKYMHOCTh OPTaHHU3AIMOHHBIX H TeX-
HUYECKUX MepomnpusaTuil nmns 3aumuThl [IJIlH oT HempaBOMEpHOro WM CIy4ailHOro
JOCTylla K HUM, YHUYTOXXEHHS, U3MEHEHWUs, OJOKUpPOBAHUS, KOMUPOBAHUS, pac-
npoctpaHenus [1/1H, a TakKe HHBIX HEPaBOMEPHBIX NeWCTBHIT C HUMHU.

be3onacHOCTh IepCOHANBHBIX JAHHBIX JAOCTUTAETCS ITyTeM HCKIIOUEHHUs He-
CaHKIMOHUPOBAHHOI'0, B TOM YHCJIE€ CIy4alHOro, JOCTyIa K MepCOHAJIbHBIM JaH-
HEIM, P€3yJIbTATOM KOTOPOT'O MOXET CTaTh YHUUTOXEHUE, H3MEeHeHNe, OJIOKUpOBa-
HU€, KOIIMPOBAaHUE, PACIIPOCTPAHEHNE NEPCOHANBHBIX JTaHHBIX, & TaKKe WHBIX He-
CaHKIIMOHUPOBAHHBIX JEHCTBUI.

Crpykrypa, coctaB u ocHOBHBIe (QyHKIKU C3IT/IH ONpeaensoTcs HCXOAd U3
kiacca MCITQn. C3I1/lH BKIIrO4aeT opraHMU3allMOHHbIE MEPBI U TEXHUYECKUE CPE-
CTBa 3alllUThl MHPOPMAIMU (B TOM YHCIe MIH(POBAIbHBIE (KPUITOrpaduuecKue)
CpeACTBa, CPeNCTBA NPENOTBPALIEHUS] HECAHKIMOHHPOBAHHOIO JOCTYIA, YTEUKH
MHGOPMaLMU 110 TeXHUYECKHM KaHallaM, [POrpaMMHO-TEXHHYECKHX BO3IEHCTBHI
Ha TeXHHUYeCKHe cpezcTBa oOpabotkm I1/IH), a Takxke ucmons3yembie B HHpOpMa-
LIMOHHOH cUCTEME UHPOPMAITMOHHBIE TEXHOIOTHH.

OTU Mepbl IPU3BaHbI 00€CIIEYNTE:

® KOH(QHUIEHNHAJBHOCTh MHGbOPMALMK (3alIUTa OT HECAHKIUOHHUPOBAH-

HOT'O O3HAKOMJICHHS]);
® IEeJOCTHOCTL MHGbOpPMalMU (aKTYalbHOCTh W HENPOTHBOPEYMBOCTh HH-
(opmaiuy, ee 3aUIIEHHOCTD OT PaspyLIeHns U HECAHKIIHOHIPOBAHHOTO

U3MEHEeHHUs ),
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® JJOCTYNMHOCTD HH(bOpMaHHH (BOBMO}KHOCTB 3a IMpUEMIIEMOC BpeMs TIOJIY-

quTh TpebyeMyIo HHQOPMAIMOHHYO YCIYTY).

Cramuu cosganns C3I1/IH BKIIFOYArOT:

MpeANpOeKTHas CTaAus, BKIFOYAIOMas MPEANPOEKTHOS o0creoBaHue
VCIIJH, pa3paboTKy TEXHHYECKOrO (YacTHOIO TEXHUYECKOT0) 3aJaHUs
Ha ee CO3/1aHHUE;

cTaus IPOEKTHPOBaHHs (Pa3pabOTKU MPOEKTOB) U Peanu3alny UCTI s,
srrogarommas pazpaborky C3I11H B cocrase MCI1/IH;

ctayms BBona B aevicrBue C3I1/IH, BKIrOYaromas ONBITHYIO SKCILTyaTa-
LIMIO | TIPHEMO-CIATOYHBIE MCIIBITAHHS CPEJICTB 3allMThl HHPOPMALUH, a
taxoke ouenky coorserctus MICITJIH TpeOoBaHMAM 0€30IacHOCTH HH-

dhopmanuu.

OpFaHI/ISaHHOHHBIe MEpPBI IPpEeaAYyCMaTpPHUBaAOT CO3JaHu€ U nmoaAeprKkanue Ipa-

BOBOM Gazbl 6e3zonacHocTH 11JIH U pa3paboTKy (BBeAeHHE B JIeHCTBHE) TPEIyCMOT-

penHbIx Ilonurrko wHbopmanuorHo# 6ezonacnocty WCII/IH crexyromux opra-

HHU3aLMOHHO-PAaCIOPATUATEIbHBIX JOKYMCHTOB!

T[InaH MeponpusaTuii mo obecrnedenuto 3ammTs! [1/]H mpu ux o6padoTke B
NCI1/IH;

[TnaH MEPONPHSATHIA 110 KOHTPOIIO obecneueHns 3auutel [1/1H;

[Topsamok pe3epBUPOBaHMs U BOCCTaHOBIEHHS paboTocnocobnoctn TC u
I1O, 6a3 mannbx u C3U,;

JlomkHOCTHas MHCTpYKIus agmunuctparopa VICITIH B acTh obecneve-
Hus 6esonacHocty I1/1a npu ux o6padotke B CII/IH;

JlomKHOCTHAS HHCTPYKIHs aaMuHucTparopa 6esonacHocty MCIIH;
JlomxHOCTHAas UHCTPYKIus nosb3oBartens VCITIH B acTu obecneyeHus
oe3omnacuoctu [1/]x mpu ux obpadotke B CII/IH;

WMHCTpyKIMS Ha cly4ail BOSHUKHOBEHMS BHELITATHON CUTYaIUH,
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PexomeHnmanyy Mo HMCIOJH30BAHNIO MPOrpaMMHBIX M anmnapaTHbIX CpeaACTB 3a-

IIIUTHl HTHPOPMALUH.

Texuuueckue MEpBbI 3alIUATHI PCATTM3YIOTCS IMPH IIOMOIIA COOTBETCTBYIOIINX
IpOrpaMMHO-TEXHHYECKUX CPEACTB U METOJOB 3alIUTHI.
HepequL HCO6XOI{I/IMBIX ME€p 3alIUThI I/IH(I)OpMaHI/II/I oIIpeaeIdeTC s IO pe-

3ynpTaTaM BHyTpeHHei# mpoBepku Oe3omnacHoctd MCIIH YapexaeHus.
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2 3apauu C3I11n
Ocuosnoit 1ensto C3I1/IH sBAsSeTCST MUHUMH3aAMs yriepOda OT BO3MOXXHOHN
peanuzaiuu yrpo3 6esomnacHoctu [1/1H.
Jns nmoctkeHus ocHOBHOM mHenmu cucteMa OesomacHoctu [1Jn MCII/IH
noJbKHa oOecrnieunBaTh 3G (HEKTUBHOE pellleHue CIeAYIOIMX 381a4:
3alllUTy OT BMellaTeiabcTBa B mponecc Pynkuuonuposanus MCII/IH nocro-
POHHUX JIAI (BO3MOXHOCTh HcNoib30BaHusI AC M IOCTYII K 2€ pecypcaM ITOJKHBI
UMETh TOJIBKO 3apErUCTPUPOBAHHBIE YCTAHOBICHHBIM MOPSIKOM IOJIB30BATEINH );
pasrpaHUYeHHe NOCTyNa 3aperHCTPUPOBAHHBIX MOJb30BaTeNed K anmnapar-
HBIM, IIPOrpaMMHBIM U HHQopManuoHHbIM pecypcamM MCII[IH (BO3MOXHOCTE HO-
CTyIla TOJIBKO K TEM PeCypcaM U BBIIOJHEHUS TOJBKO Te€X ONepaluii ¢ HUMH, KOTO-
pble HEOOXOIUMBI KOHKPETHBIM ToJib3oBareasM VICIT/IH g BBINOJHEHHUS CBOUX
CIIyeOHBIX 0043aHHOCTel), TO €CTh 3alIUTy OT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA:
e uHbopMaiun, nupKyaupyromei 8 UCIT/x;
e cpezacTs BeruucauTeapHor texauku UCI T,
® aImapaTHBIX, IPOrPAMMHBIX U KPUITOIPAaQUUECKUX CPEICTB 3allUThI,
ucnonszyembiM B UCIT/IH;
perucTpanuio AeUCTBUN I10Jb30BaTeNed MPU HCIOJB30BAHUN 3alUIAeMbIX
pecypcoB UCII/IH B CHCTEMHBIX KypHallax U MEPUOJNYECKHA KOHTPOIb KOPPEKT-
HOCTH JICHCTBHH T10JIb30BaTEIEH CUCTEMBI ITyTeM aHaTKn3a COMEPIKUMOIO STUX KYP-
HaJIOB;
KOHTPOJIb LEJIOCTHOCTH (0oOecredyeHrne HEeM3MEeHHOCTH) Cpelbl MCIIOJHEHUS
IpOrpaMM U €€ BOCCTAaHOBJICHHE B CIydae HapyIIeHHUs;
3alUTY OT HECAaHKIHOHUPOBAHHOM MOIUGUKAIMN U KOHTPOJIb LEIOCTHOCTH
ucrons3yeMbix B MCII/In mporpaMMHBIX CpPeICTB, a TakKe 3allUTy CHCTEMBI OT
BHEJIPCHHsI HECAHKLIMOHUPOBAHHEIX ITPOrPaMM;
samuty [1JIH oT yTeuku 1o TeXHHMYECKHUM KaHanaMm IpH ee 06paboTke, Xpa-

HCHHUH U Iiepeaayc 110 KaHajlaM CBHI3H;
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samuty I1/{H, Xpanmmoii, o6pabarsiBaeMoil 1 [epeaaBaeMoON MO KaHajaM
CBSI3H, OT HECAaHKIIMOHUPOBAHHOTO PA3IJIAICHHs HIIH HCKAKECHHS;

obecrieyeHne KUBYYECTH KPUITOrpahuIecKux CPeACTB 3alUThl HHPOpMa-
LUK TIPH KOMIIPOMETAI[MH YaCTH KIIFOUEBOM CUCTEMBI,

CBOCBPEMEHHOE BBISBICHHE MCTOYHUKOB yrpo3 GesomacHoctn I1)1H, [IPAYXH
U YCJIOBHUH, CIIOCOOCTBYIOIUX HAHECEHUIO yiepba cyovextam I1/IH, co3ganue me-
XaHH3Ma OIEPaTHBHOIO pearMpoBaHKs Ha yrpossl GezomacHocTd [IJ[H M HeraTHs-
HBI€ TeHEHIINH;

CO3JaHHE YCJIOBHH Ui MUHUMH3ALMK U JTOKATH3AIMH HAHOCHMOLO yiiep6a
HETIPaBOMEPHBIMU ICHCTBUSIMU  (DU3HYECKUX M IOPHAHYECKEX JuI, ociabieHne
HETaTUBHOTO BIMSHUS M JIMKBHAAUMA IIOCIEACTBAN HAPYILEHHS O6e30IacHOCTH

IT/1H.
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3 O0beKThbI 32U ThI
3.1 llepeyeHb HH(POPMALHOHHBIX CHCTEM

B Yupexnenun npousBogutcs 06paboTKa HepCoHaTbHAIX TaHHBIX B uHpOp-
MAIMOHHBIX CHCTeMa 00paboTKH nepcoHanbHbIX nanHbIx (MCIT/IH).

Ilepeuens MCII[IH onpenmensercs Ha ocHoBaummyu OTdera Mo pe3yiabraTam
BHYTPEHHEN IIPOBEPKH.

3.2 llepeyeHn 00HLEKTOB 3aUIHTHI

OObeKTamMu 3aIUTHL ABISIOTCS — HHMOPMAIIKS, oOpabareBaemas B MICIT/]H,
1 TEXHUUECKHE CPEACTBA ee 00paboTKU M 3aIuThl. [lepedeHs MepCoHATBHBIX TaH-
HBIX, MIOJUIeXKAIIe 3aIlUTe, onpesesie B IlepeuHe nepcoHaNbHBIX TaHHBIX, MOIe-
Kamux 3amute B ICIT.

OOBEeKTHI 3alUTHl BKIIOYAIOT:

1) ObpabaTsiBaemas nHOpMAaIHs.

2) Texunonornyeckas HHbOpMALIH.

3) IlporpamMmHo-TexHMYECKHE CpecTBA 00paboTKy.

4) Cpencrsa 3amuts! [1/]H.

5) Kanauns! nadopManonHoro o6MeHa u TEJIEKOMMYHHUKALIHH.

6) OOBEKTH U TIOMEILCHHS, B KOTOPBIX pa3MereHsl KommorenTs! MCIT/H.
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| 4 Knaccnpukauusi monb3osareseit HCIIIn
[Tonszosarenem VICIIJIH sBnsieTCs JIKIO, y9acTBYIOMES B (DYyHKIIMOHUPOBA-

HUY UH(GOPMAIIMOHHONW CHCTEMBI IIEPCOHAITBHBIX JAHHBIX MM MCIONB3YIOIIEe pe-
i 3ynbTathl ee (yHkimonuposanus. Ilonpsosatenem WCIIIH sBnsercs mroboit co-
. TpynumKk Yupexnenus, umeromuii goctyn k MCIIIH u ee pecypcaMm B COOTBET-
CTBHH C YCTAaHOBJEHHBIM IMOPSIKOM, B COOTBETCTBHH C €r0 (YHKIHOHAIBHBIMU
~ OOsI3aHHOCTSAMH.
IMonws3osarenu UCIIIH nensiTcs Ha TpU OCHOBHBIE KaTCI'OPUU:
| 1) Agvmuauctpatop VCII/IH. CoTpyaHuKE YUpexaeHHs, KOTOpbIe 3aHUMa-
FOTCSl HACTPOMKOM, BHEJPEHHEM H CONPOBOXICHHEM CHCTEMBI. AJIMHHHCTPATOP
WCII/1x ob6nagaet clieqyoluM YPOBHEM JOCTYIIA:

- obamaet mojHOW WH(MOpMalvell 0 CACTEMHOM M IIPHKITHOM MIPOrpaMMHOM

obecreuernnu UCIIT/IH;

|
|
\
‘
|
; - 06aaeT moaHON HHGOpPMAIMER O TEXHUYECKHUX CPENCTBaX U KOHMUIypaluu
‘
‘ HNCT1/IH;

| - UMeeT JOCTYI KO BCEM TEXHHUYECKHM CpeICTBaM 00pabOTKH MH(OPMAIUH U
naraaeiM MCIT/1E;

- obnafaeT mpaBaMM KOHGOUTYPHPOBaHWS W aJAMHHUCTDATHBHON HACTPOWKH
e texandeckux cpeactB MCIL/IH.

|
1 2) Anmuanctpatop 6e3omacHoctd VICITIH. CoTpyaHUKH YUpexaeHus, Ko-
|

TOpPBIE PETYIUPYIOT BOIPOCH! Oe3omacHocTH KoHKpeTHOH MCT[/TH.

obagaer nmpaBamu agmuHuctparopa UCIIIH;

| obnagaet noaHou nHMopmaimei o0 MCII1/IH;

HUMeEET JIOCTYI K CpeiCTBaM 3allliThl HH(POPMALUHU U IDOTOKOJIUPOBAHUS U K
YacTH KI04YeBEIX 37eMeHToB MCIT/IH;
- He UMeeT IpaB JIOCTyIa K KOH(UTYPUPOBAHUIO TEXHUYECKHUX CPEACTB CETH

34 UCKJIFOYCHUEM KOHTPOJIbHBIX (HHCHGKHI/IOHHBIX).
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3) Onepatop UCII[H. CoTpyaHUKH MOApa3fieleHuil Y IpekaeHns y4acTBy-
romux B nponecce skcutyatanud MCIIIH. Oneparop MCII/IH obnanaer cienyro-
MM YPOBHEM JIOCTYTIA:

- obaziaeT BceMH HEOOXONUMBIMU aTpHOyTamu (Hampumep, Tapoiem), obec-

NIEYHBAIOLIMMH JOCTYII K HEKOTOPOMY ITOAMHOXeCTBY [1/]H;

- pacmoaraet KOHQUICHIHATBHBIMU JaHHBIMH, K KOTOPBIM MMEET JOCTYII.

Kareropun nmonp3oBareseil [OJKHBI OBITE onpeneeHsl Juid kaxgon UCITIH.
JIo7KHO OBITH yTOYHEHO pasjieNleHHe COTPYAHUKOB BHYTPH K&TErOpHil, B COOTBET-
—  CTBUH C THUIIAMH IIOJIB30BaTeNICH onpeneneHHbIMU B [lomutuke HHpOpPMaMOHHOM

0€30MmacHOCTH.
Bce BbIsiBIIEHHBIE TPYIIIBI TI0NB30BaTeNell oTpaxkarorcs 3B OTdeTe Mo pesylib-
TaTaM BHYTPeHHeH npoBepku. Ha ocmoanun OTdeTa ompenenstorcs npasa goCTy-
 makonementam MCII/TH anist Beex rpymim monb3oBarenel 1 oTpaxkaroTes B Matpuiie

 AocTyna B 110/0XKeHNM O pasrpaHU¥eHHH MpaB AOCTyNa K 00pabaThIBaeMbIM IIep-

COHAJBHBIM JAaHHBIM.
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5 OcHOBHBIE IPHHUMITBI IOCTPOEHHUS CHCTEMbI KOMILIEKCHOI

3alIHThI HHpOpPMAIIUH

IToctpoenne cucreMsl obecredenus GesomacHocTd [1/H NCII[s Yupexne-

HHUA U €€ (I)yHKHI/IOHI/IPOBaHI/IC HOJDKHBI OCYIIECTBIIATECA B COOTBETCTBUHU CO cieny-

FOIITMMH OCHOBHBIMH IIPUHIUIIAMH

3aKOHHOCTE;
CHUCTEMHOCTB;

KOMIIJIEKCHOCTE;

HEIIPEPHIBHOCTE;

CBOEBPEMEHHOCTE;

NIPEEMCTBEHHOCTD U HEIIPEPBIBHOCTH COBEPIIEHCTBOBAHUSL,
[IEPCOHANIbHAS OTBETCTBEHHOCTS;

MHUHHMH3aUS TOJTHOMOYHI;

B3aMMOJIENCTBUE U COTPYIHHYECTBO;

I'MOKOCTh CHCTEMBI 3aILUATHL;

OTKPBITOCTh &JITOPUTMOB U MEXAHU3MOB 3aIUTEI;
[IPOCTOTA IIPUMEHEHHS CPEACTB 3AILNTEI,

Hay4Hast 000CHOBAHHOCTb U TEXHUYECKAs PEaNH3yeMOCTh;
CHEIMAaIH3aIs U TPO(hEeCCHOHAIN3M;

00513aTEIBHOCTD KOHTPOJIA.

5.1 3akonHoCcTh

IIpenmornaraer ocymecTBIeHHe 3aIUTHBIX MEpONPUATHH U pa3paboTKy

C3IIH YupexaeHus B COOTBETCTBHUHU C JNEUCTBYIOIIUM 3aKOHOATEILCTBOM B 00-

nacTy 3amuThl [1/IH 1 ApyruX HOpMATHBHBIX AKTOB MO GE30MACHOCTH uH(popManuu,

YTBEPXIACHHBIX OpraHaMy T OCY}IapCTBeHHOﬁ BJIaCTH H yIIpaBJIE€HHS B IIpeeax ux

KOMIICTECHIIUU.

Ilomb3oBaTeny u o6CITyKUBAIOMIKMI TIepCOHAN [T UCIHAe Yupexnenus

MOJIKHBL OBITH OCBETOMJICHBI O MOPAIKE paboThl ¢ 3amumIaeMoil uHpopMalyeik u

00 OTBETCTBEHHOCTH 3a 3aIlUThI [T]1H.
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5.2 CucreMHOCTD

Cucremnblii nmogxon K moctpoeruro C3I1[n YupexaeHus mnpepmonaraer
YY€T BCEeX B3aMMOCBSI3aHHBIX, B3aUMOACUCTBYIOLIUX U U3MEHSIOIINXCS BO BPEMEHH
DJIEMEHTOB, YCIOBUHM M (aKTOPOB, CYIIIECTBEHHO 3HAYUMBIX IS TIOHHMAHUS U pe-
IeHus npobyiemsl obecnedenus 6esonacuoctr [1In UCITITn YVupexaenus.

Ilpr cosmaHMM CHCTEMBI 3allWThl O/DKHBI YYUTHIBATHECS BCe Cla0ble U
HauboJee ysa3BUMBIE MecTa cHCTeMbl 00paboTku [1/1H, a Takxke XapakTep, BO3MOXK-
Hble OOBEKTEI ¥ HAIPaBIEHHs aTaK Ha CUCTEMY CO CTOPOHBI HapyIIuTenel (ocobeH-
HO BBICOKOKBAJIU(QHUIMPOBAHHBIX 3JI0YyMBIIUIEHHUKOB), IIyTH IPOHUKHOBEHHS B
pacnpenenennble cucreMbl 1 HCJ x undbopmarnuu. Cucrema 3alliWThl OJDKHA
CTPOMUTBCS C yYETOM HE TOJIBKO BCEX M3BECTHBIX KaHATOB MpoHHKHOBeHHS 1 HCJI k
HHGOPMALIUHU, HO U C YYeTOM BO3MOXKHOCTH TOSIBIEHUS PUHIMITHAILHO HOBBIX ITy-

Tel peanu3alnny yrpo3 0€30I1acCHOCTH.

5.3 KommiekcHocThb

KomrmnekcHoe ucnonp30BaHIe METOIOB U CPEACTB 3aLIUTHI MPENoNaraeT co-
IJIACOBAHHOE NPUMEHEHNE Pa3sHOPOJIHBIX CPEACTB MPH MMOCTPOSHHMH IEJIOCTHOM CHU-
CTEMBI 3alllUThI, EPEKPBIBAOIIEN BCE CYLIECTBEHHBIC (3HAUUMbIE) KaHANBI peallu-
3allMM yTPpO3 U HE CoJiepiKalllel cllaObIX MeCT Ha CThIKAX OT/ENLHBIX ee KOMIIOHEH-
TOB.

3aura JI0JKHA CTPOUTHCS SIISTOHUPOBAHO. I KaXk0r0 KaHANa yTeuKH
MHGOPMAINK ¥ 17 KaXIOH yrpo3bl Ge30NMacHOCTH JODKHO CYIIECTBOBATH He-
CKOJIBKO 3aIUTHBIX pyOexel. Co3fgaHMe 3aIUTHBIX pyOekeld OCYILeCTBIAETCS C
YUETOM TOTO, YTOOBI /Ui MX NPEOAONEHHS MOTEHIHAILHOMY 3JI0YMBIIIEHHUKY
TpeOOBaNKCh MPOYECCHOHANBHBIE HABBIKM B HECKOJIBKUX HEB3a8UMOCBI3aHHBIX 00-
JacTsX.

BHeurwsist 3ammra 1o/kHa 00eCTieunBaThCsl (PU3MIECKUMH CPEICTBAMHE, Op-
TaHU3ALMOHHBIMH M NPAaBOBBIMHU Mepamu. OIHUM 13 HauboIee YKPEIIEHHBIX py-
Oesxxedl IIpU3BaHbI OBITH CPEACTBA KPUNTOrpadUHecKoll 3allliThl, PeaH30BAHHbIE C
Hcrosnb3oBanueM TexHosnorun VPN. TlpuknanHol ypoBeHb 3aly Thl, YUUTHIBAIOIINN

OCOOCHHOCTH MPEIMETHOH 00IaCTH, IPEACTABIISEeT BHYTPEHHMI DYOEsK 3aliThL.
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5.4 HenpepbIBHOCTD 3a1HTHI I /A=

3ammTa I1/lH — He pa3oBoe MEpONpPHATHE H He pOCTast COBOKYITHOCTh IPO-
BEEHHBIX MEPONPUATUH U YCTAHOBJIEHHBIX CPEICTB 3AIIUTHI, a HEPEephIBHEIN e~
JIEHANIPABIICHHBIH MPOLECC, IPEANONaralIlii NpUHITHE COOTBETCTBYIOIINX Mep Ha
BCeX sTanax xxusHeHHoro uukia MCIT/q.

MCITJIH nomKHBl HaXOAUTHCS B 3AIMINEHHOM COCTOSHHM HA NPOTSIKEHUN
BCEro BPEMEHH HX (DYyHKIHMOHHPOBAHHMS. B COOTBETCTBHH C 3THUM IIPUHITUTIOM
AOJIKHBI IIPUHUMATELCS MEPBI 10 HelomymeHuto nepexoga VICIT/IH B He3amueH-
HO€ COCTOSIHHE.

BoNBMINHCTBY (DU3UMUECKUX U TEXHHUECKUX CPENCTB 3aIUTHL I 3¢ heKTHB-
HOT'O BBINIOJIHEHHSI CBOUX (DYHKITHH HEOOXOMMMa MOCTOSHHAS TeXHUYECKAs W opra-
HU3ALMOHHAs (a/IMUHUCTPaTUBHAS) IIOJUIEPKKA (CBOEBpEMEHHES cMeHa M ofece-
CHUE NPaBUIIBHOTO XPaHEHHUs M TIIPUMCHEHHS] HMeEH, Iapolieif, Kiodell mudposa-
HUsA, IEpEoNpe/ie/ICHUE TTOJTHOMOYHH U T.11.). IlepepsiBel B paboTe cpencTB 3aliuThl
MOTYT OBITH HCIOJIL30BaHbI 3JI0YMBIIIICHHUKAME IS aHATH3a MIPUMEHSIEMBIX Me-
TOMOB ¥ CPE/CTB 3K THI, 1/ BHEIPCHHUSI ClICIMAIbHBIX IPOIPEMMHBIX H aapart-
HBIX "3aKNafoK" U JPYTuX CPENCTB MPEOHOICHHUS CHCTEMBI 3allUTHI I1I0CJIE BOCCTA-

HOBJIEHHS €€ (DYHKIIUOHHPOBAHMUSL.

5.5 CBoeBpemeHnHoOCTD

IIpennonaraer ynmpexnarommii xapaktep Mep obecredeHus 6e30IacHOCTH
I1/TH, TO ecTb MOCTAaHOBKY 3a1a4 110 KOMILTEKCHOMN 3aluTe NCIT/a n peanuzanuro
Mep obecrieyenus GesomacHocTu [1/[H Ha PaHHHX CTAMUAX paspabdotku VCITIu B
[EJIOM U €€ CUCTEMBI 3aIllIUThl UHGOPMAIIMH, B YACTHOCTH.

Pa3paboTka cHCTEMBI 3aIUTHI HOJKHA BECTUCH MApALIENLHO C paspaboTkoi
¥ pasBUTHEM CaMOH 3allMIaeMON CHCTeMBI. DTO IO3BONMT y4ecTh TPeOOBAHUS
0€30I1aCHOCTH TPU NPOSKTUPOBAHUM APXUTEKTYDHL M, B KOHEIEOM cyere, co31aTh
bostee s eKTHBHEIE (Kak 10 3aTpaTaM pecypcoB, Tak U Io CTOMKOCTH) 3alllHIIEH-

HBI€ CUCTEMBEI.
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5.6 IlpeeMCTBEHHOCTH H COBEPLIEHCTBOBAHHE

[IpenmonararoT MOCTOSHHOE COBEPIICHCTBOBAaHWE Mep M CPEACTB 3allUTHI
uHGOpPMAIMK Ha OCHOBE ITPEEMCTBEHHOCTH OPraHM3alMOHHBIX U TEXHUYECKHX pe-
IIeHnH, KaIpoBOro cocTapa, aHanuza ¢yHkuuonupoBanus VCII/IH u ee cucteMsl
3alIUTHl C Y4eTOM M3MEHEHHH B MeTolaxX M CpejcTBax IepexBaTa MH(POpPMALHUH,
HOpPMaTHUBHBIX TpeOOBaHUH 110 3alUTe, JOCTUTHYTOTO OTEUECTBEHHOIO U 3apyOex-

HOT'O ONKITa B 3TOH 00JIacTH.

5.7 llepconajibHASt OTBETCTBEHHOCTh

IIpennoaraeT BO3JI0KEHNE OTBETCTBEHHOCTH 3a o0ecrieueHre 6e30MacHOCTH
IIJIH u cucteMbl X 00pabOTKH Ha KaXXIOTO COTPYAHHKA B TIpe/eiax ero MoJTHOMO-
4yui. B cOOTBETCTBHU ¢ 3TUM IIPUHIUIIOM paclpenesieHue paB U 00s3aHHOCTe! co-
TPYJHUKOB CTPOMUTCA TaKUM 00pa3zoM, 4TOObI B ciydae JI0O0ro HapyIIeHUs KPYT

BHHOBHUKOB OBLT YETKO U3BECTEH WU CBCI€CH K MUHUMYMY.

5.8 lIpyHUUN MUHUMHU3ALIUH TOJTHOMOYHIA

OsHavaeT mpenocTaBleHUE IOTH30BATESIM MUHUMAIBHBIX MPaB JOCTYyIa B
COOTBETCTBUHU C IPOU3BOJCTBEHHONH HEOOXOIUMOCTBIO, HA OCHOBE MPHHIIHIA «BCE,
YTO HE Pa3pelIeHO, 3alPeIeHOY.

Hoctyn k IIJIH momkeH MpenocTaBIsAThCS TOJNBKO B TOM CiIydae U oObeMe,
€CJIA OTO HEOOXOIUMO COTPYIHUKY JJISl BBITIOJHEHUS €0 JOKHOCTHEIX O0S3aHHO-

CTEH.

5.9 B3anmopeiicTBHe 1 COTPYAHHYECTBO

IIpennonaraer cozgaHue ONaronpusiTHON aTMochephl E KOJJIEKTHBAX ITOJI-
pasnenenuii, obecneynBarommx gestenbHocts UCIIH VupexaeHus, 1 CHUXKe-
HUS BEPOSATHOCTH BO3HMKHOBEHHUS HETaTHWBHBIX NEHCTBHM CBAZaHHLIX C YelloBede-
ckuM (hakTopom.

B Tako#t 06cTaHOBKE COTPYIHUKH JTOJDKHBI OCO3HAHHO COOJIOAATh yCTAHOB-
JICHHBIE NpaBHJIa ¥ OKa3bIBATH COAECUCTBUE B ACSTENBHOCTH IOJPa3IeIeHIN TeXHHU-

YECKOM 3aIIUThl HH(MOPMAIIHH.
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5.10 I'n6xocTh cuctembl 3amuThi I1/1H

[IpuHATBIE MEPhl ¥ YCTAHOBJIEHHBIE CPEACTBA 3aIUTHI, OCOOEHHO B HaYallb-
HBIA NEPHOJL UX IKCILIyaTalliy, MOTYT 0OeclieunBaTh KaK Ype3MepHBIH, TaK U HEJ0-
CTATOYHELIM ypoBeHb 3amMThL. J[ng obecrmedeHWs BO3MOXHOCTH BapbHpPOBAHUA
YPOBHEM 3alIUIIEHHOCTH, CPEICTBA 3AIMWTHl ODKHBI 0071a]1aTh ONpeJeIeHHON
ru6KocThi0. OCOGEHHO Ba)KHBIM 3TO CBOMCTBO SIBISETCS B TEX CJIy4asdx, Korja ycra-
HOBKY CPEJICTB 3alllUThl HEOOXOIUMO OCYIIECTBIISTh Ha PaOOTAIOUIYIO CUCTEMY, HE

Hapylas mpoliecca ee HOpMaTbHOTO (PYHKIITMOHUPOBAHUS.

5.11 OTKpBITOCTH AJTOPUTMOB H MEXaHU3MOB 3AIHTHI

CyTh TIpWHIHIA OTKPHITOCTH aJITOPUTMOB U MEXAaHU3MOB 3alllUThl COCTOUT B
TOM, YTO 3alllUTa He JOJDKHA 00eCIeurnBaThCs TOJBKO 33 CYET CEKPETHOCTU CTPYK-
TYpHOW OpraHM3allid ¥ ajJrOPUTMOB (PYHKIMOHMPOBAHUS €€ IMOACUCTEM. 3HAHUE
AJITOPUTMOB pabOTHl CHUCTEMBI 3alllTHl HE IOJDKHO JaBaTh BO3MOXKHOCTH €€ Ipe-
omoyieHus (naxke aBropam). OMHAKO, 3TO HE 03HAUAET, YTO UH(MOPMALHUI O KOHKPET-

HOW CHCTeMe 3alllUThl JOJKHA OBITH O0IIeI0CTyIIHA.

5.12 IIpocToTa NpUMEHEHHA CPEeICTB 3alIH ThI

MexaHU3MEBI 3alUThI JOJKHBI OBITh MHTYUTHBHO TMOHSITHBI U IPOCTHI B HC-
noJyib3oBaHuH. [[puMeHeHne CPeICTB 3aIIUThI HEe TOJKHO OBITh CBS3aHO CO 3HAHUEM
CIIEIIUAJIbHBIX SI3BIKOB HIIA C BBITIOJIHEHHEM ACHCTBUHN, TPEOYIOIIMX 3HAYUTEIbHBIX
JIOTIOJTHATEILHBIX TPYA03aTparT MpH OOBIYHON paboTe 3aperuc TpUPOBAHHBIX YCTa-
HOBJICHHBIM TIOPSKOM ITI0JIb30BaTelel, a Tak)Ke He JOJKHO TpeOoBaTh OT MOJIb30-
BaTesis BBHITIOJNHEHUS PYTHHHBIX MaJIOTIOHSITHBIX €My orepaliuii (BBOJ HECKOJBKUX
napoJsiell ¥ UMeH U T.1.).

JlomkHa JOCTHraTbCs aBTOMATH3AlMs MAaKCHUMAaJIBHOI'O0 4YMClIa JeHCTBUU

nonb3oBaresen u anmuauctparopos MCII/IH.

5.13 Hay4Hasi 000CHOBAaHHOCTb M TEXHHYECKAas peain3yeMocTh

WMupopMaoHHbIE TEXHONOTHH, TEXHHYECKHE W IPOTPaMMHEIE CpeCTBa,
CPEICTBA U MEpBI 3aIIUThHl HHPOPMAIUK JOJDKHBI OBITh peaIM30BaHbl HA COBPEMEH-

HOM YPOBHC Pa3sBUTHA HAYKH W TCXHHUKH, HAYYHO 000CHOBAHBI C TOUKH 3pCHUA O0-
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CTHXXCHHS 3aJJaHHOTO YPOBHs 0€30IMaCHOCTHA WH()OPMALUHU U TODKHBI COOTBETCTBO-
BaTh YCTaHOBJICHHBIM HOpMaM M TpeOoBaHUsIM 10 GesonacHocTy [1/1H.

C3IIIH momkHa OBITh OPUEHTHPOBAHA HA PENIEHHMS, BO3MOXKHBIE PHCKH IS
KOTOPBIX M MEpbI IIPOTHBOAEHCTBHSA 3TUM PUCKaM IIPOILUIH BCECTOPOHHIOK TEOpE-

TUYECKYIO U IIPAKTHYECKYIO TPOBEPKY.

5.14 Cneunanusanusi ¥ NpogecCHOHATH3V

Ilpennonaraer npuesedeHne K paspaboTKe CPEICTB U peanTn3alii Mep 3allii-
Thl HH(OPMAIIUK CIENUANTH3UPOBAHHBIX OPraHU3aIMil, HanboNee MOArOTOBIEHHBIX
K KOHKPETHOMY BUIY JEATENBHOCTH IO obecnedeHuro GesomacHoctd [1J[H, umero-
[UX OMBIT NPAKTHIECKOH pabOThl ¥ rocyAapCTBEHHYIO JIMIEH3HIO Ha MPaBO OKa3a-
HUA YCIYT B 3TOH o0nacTu. Peanusanus aIMHHUCTPATUBHBIX MEpP H JKCILTyaTaLlHs
CPCACTB 3aIlUThI NOJDKHA OCYILIECTBIATHCS MPO(PECCHOHAILHO IIOATOTOBIEHHBIMHE

CIICHAIMCTaMH Y YpeXKIeHH.

5.15 O6sa3aTe1bHOCTH KOHTPOJISE

HpezlnonaraeT 00513aTeJILHOCTh U CBOCBPEMCHHOCTE BBISBICHUS U IIpecedve-
HHs IIOIIBITOK HapyMICHHSA YCTaHOBJIEHHBIX npaBul obecriedyeHuss 0e30MIaCHOCTHU
HI[H Ha OCHOBE€ HCIIOJIB3YEMbIX CUCTEM U CpPpE€ACTB 3alIUThI I/IH@)OpMaU;MI/I Inpu co-
BCPIICHCTBOBAHWHU KPHUTEPHUEB U METOJOB OLEHKHU 3(1)(1)6KTI/IBHOI.3TH OTHUX CHUCTEM U
CpPeAaACTB.

KOHTpOJ'H: 3a JIeSATEeIbHOCTHIO JIF000Tr0 ITOJIB30BATEJIA, KaXI0ro cpeacTna 3a-
IIUTHI U B OTHOLIEHHH JIFOOOro 00beKTa 3alUThI JOJKECH OCYINECTBIISTHCSI Ha OCHO-
BC IIPUMCHCHHUSA CPEICTB ONEPaTUBHOI'O KOHTPOJIA U PETHUCTpPAIMHA U NOJIKEH OXBa-
ThIBaTh KaK HECAHKIIUOHHMPOBAHHbIE, TaK U CaHKIITMOHHUPOBAHHBIE JIIEUCTBHUS T10JIB30-

BaTeJie.
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6 Mepsbl, MeTOABI U cpecTBa o0ecneYeHHus1 TPeOGyeMOro ypoBHs
3AIHINEHHOCTH

ObGecneuenue TpeGyeMOro YpOBHS 3aIlMIIEHHOCTH JOKHOCTH JOCTHIaThCs
C MCIIOJIb30BaHUEM MEP, METOJIOB U CPeNICTB Oe30MmacHOCTH. Bee Mephl obecrieueHus
6e3onacuoctu MCII/IH moapas3mensiorcs Ha:
® 3aKOHOJaTelbHBIC (TIPABOBBIE);
® MOpPaJIbHO-3TUYECKHE;
® OpraHu3allMOHHBIE (aAMUHUCTPATUBHBIE);
e (usnyeckue;
® TEXHHUYECKHe (annapaTHbIe U MPOTrPaMMHEIE).
ITepedeHb BHIGpaHHBIX Mep obecriedeHus 6e30IacHOCTH OTpaxaeTcs B [ iane

MCpOHpI/IHTI/Iﬁ 110 00€ECIIEUEHHIO 3alIUTHI IIEPCOHAJIBHBIX TAaHHBIX.

6.1 3akoHoxaTe/IbHbIE (IPaBOBbIE) MEPhI 3AIIATHI

K mpaBoBBIM MepaM 3alUThl OTHOCSTCS NEUCTBYIOIIHE B CTPAaHE 3aKOHEI
YKa3bl 1 HOpPMaTUBHBIEC aKThl, pErlaMEHTUPYIOIIKE paBuiia obpamenus ¢ [1/11, 3a-
KPEIUISIOIINE MpaBa W OOS3aHHOCTH YYaCTHHKOB HH()OPMAIMOHHBIX OTHOIIEHHUN B
npouecce ee 00pabOTKM M HCIONB30BAHUS, & TAKKe YCTAHABIMBAIOIIME OTBET-
CTBCHHOCTb 3a HapyLICHUs 3TUX MPaBUJI, IIPEMATCTBYS TEM CaMbsIM HEpPaBOMEPHO-
My ucnosnp3oBanuto [I/[IH u ABisromMecs CAepKUBAIOIIUM (PaKTOPOM JIS IIOTEHLH-
aJIbHBIX HapYIIUTEeIeH.

[IpaBoBble MepBI 3alUTH HOCAT B OCHOBHOM YIPEXIAOMIUH, TPOPUIaKTH-
YeCKUH XapakTep ¥ TpeOyIOT MOCTOSHHOW pa3bsiCHUTENBHON paCoThl ¢ MMOIb30BaTe-

JISIMH U O6CHY)KI/IB8.IOH_II/IM HHEPCOHATIOM CUCTEMBI.

6.2 MopaibHO-3THYECKHE MePbI 32l ThI

K MOpasbHO-3THYECKHM MepaM OTHOCSITCS HOPMBI TTOBEJIEHHUS, KOTOPhIe Tpa-
JAWIHOHHO CJIOXKMJIMCh WM CKIIAABIBAIOTCA 0 Mepe pacrpocTpaHenus OBM B
CTpaHe WK 001ecTBe. DT HOPMEI OOJIBIIEH YACTHIO He SBIAIOTCS 00s3aTelIbHBIMH,
KaK 3aKOHOJATEJIbHO YTBEPXKACHHBIE HOPMATUBHBIE aKThI, OJHAKO, UX HECOOJIIoIe-
HHUE BeJIeT O0BIYHO K MaJIEHUIO aBTOPHUTETA, IPECTHKA YelOBEKE, TPYIIIbI JIAL HITH
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Opranusanuy. MopajbHO-3THYECKHe HOPMBI OBIBAIOT KaK HEIACAHBIE (mampumep,
oOLIeNPU3HAHHbIE HOPMBI YeCTHOCTH, MATPHOTH3MA 1 T.I1.), Tak U [HCAHbIE, TO eCTh
oOpMIIEHHBIE B HEKOTOPBIH CBOJ (yCTaB) IPABKI HIIH IIPEIITHCAHHIA.
MopanbHO-3THYEeCKHe MePBI 3aIUTHI SBIAIOTCSA MPOPUIAKTHUCCKUMI H Tpe-
OYIOT HOCTOAHHON PabOTHI [0 CO3NAHMIO 370POBOTO MOPATBHOIO KIMMATA B KOJI-
JISKTHBAX I0Jpa3/ieleHnid. MopallbHO-0THYeCKHe MepbI 3allUTEl CHHKAIOT BEPOSIT-
HOCTb BOSHUKHOBCHUS HEraTUBHBIX JCHCTBUH CBS3aHHBIX C YeJIOBEYECKHM (DaKTO-

pom.

6.3 OpranuzanHoHHbIe (aAMHHHCTPATHBHbDIE) Mepb! 3alHThI

OpranusanuoHHble (aAMHHHCTPATUBHBIE) MEPbI 3aLIHTHI - 3TO MepbI OpTraHu-
3allMOHHOTO XapaKTepa, perilaMeHTUPYIOIIHe IPOLecCh (QyHKLHOHUpoBaHus MC-
IT/T1, ucnons3oBatue pecypcos MCITJH, mesmeasHOCTS 00CTy>XHBAOIIETO IIEPCO-
HaJla, a TaK)Ke MOPSIOK B3auMOoJIeHcTBrs nonb3oBateneil ¢ ICII/IH Takum o6pazom,
4TOOBI B HAaMOOINBIIEHl CTENeHH 3aTPYIHUTh MM UCKIFOYUTH BO3MOKHOCTD peanu-
3alKK yIpo3 6e301aCHOCTH WM CHU3UTH pasMep MOTeph B CIydas uX peanuzaiuu.

I'maBHas Lenb aJAMUHUCTPATHBHBIX Mep, NPEANPUHUMASMBIX HA BHICIIEM
YIPaBIEHYECKOM ypoBHE — chopMupoBaTh ITomuTHKY HHPOPMEIHOHHON Ge3omac-
HOCTH IT/IH (OTpaskaronryto MOAX0/b! K 3aIuTe HHMOPMALHH) K 06ECTIEYUTD ee BbI-
TIOJTHEHHE, BBIAETIAS HEOOXOUMEBIE PECYPChI i KOHTPOJIUPYS COCTOSIHHE e

Peanuszanus [Momutrku uadopManuonHoit 6e30macHocTr 1111 B UCI1/IH co-
CTOAT M3 Mep aIMHHHUCTPaTHBHOIO YPOBHSA M OPraHM3allUOHHEIX (MIPOLELYPHBIX)
Mep 3aIlUTHl UHHOPMAIIHH.

K anqMuHMCTPaTHBHOMY YpOBHIO OTHOCATCS peleHus PYKOBOJCTBA, 3aTparu-
Baroune nesresbHoCTs MCIT/IH B 1ietom. Dt pemenus 3akperuatoTces B [loautuke
MH(OPMATHOHHOM Oe3onacHocTH. [IpUMepoM Takmhx PEIIeHU MCTYT OBITh:

IPUHATAE PELICHHS O (OPMHUPOBAHHU MM IIEPECMOTPE KOMILIEKCHOM Ipo-
rpamMMel obecriedenus 6esomactoctu [1]1H, onpenesienne OTBETCTBEHHbIX 34 €6 pea-
JY3aLHuIo;

(GOpMyJIUpOBaHKE Lielell, MOCTAHOBKA 3azay, onpeneNeHue HarpaBlieHHH Je-

ATEJIBHOCTH B 00Onactu 6e3omacHocty [1]]H;
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NPUHATHAE PELICHWH [0 BONPOCaM pean3aliy MpOrpaMMbl Oe30IIaCHOCTH,
KOTOPBIE pacCMaTPUBAIOTCS HA YPOBHE YUPEIKIACHUS B LIETIOM;

obecredeHrne HOPMaTHBHOM (IIPaBOBO#t) 6a3bl BOMPOCOB 6230MACHOCTH H T.II.

IlonutrKa BepXHEro ypOBHS MOJDKHA YETKO OUEPTUTH chepy BIHAHHSA U
OrpaHWYEHUs NPU ONpeneseHun Ienel OezomnacHoctd [1/IH, ONpenennuTh KaKUMH
pecypcamu (MarepuanbHele, IEPCOHAT) OHM OYAYT JOCTHTHYTH W HANTH pa3yMHbIH
KOMIIPOMHUCC MEXIY MIPUEMIIEMbIM YPOBHEM 0€30MacHOCTH ¥ (BYHKIIMOHATBHOCTHIO
NCTI .

Ha opranusaimmonHOM ypoBHE ONpeneNsroTes IpoLeayps! i [IpaBUJIa TOCTH-
KEeHUs Henel u perenus 3anad [lomatuku uHpopmanronHoi Gesomacuocty [1J]H.
OTH NpaBUJjIa OIPENesIoT:

KaKoBa 00J1aCTh IIPMMEHEHUs TONUTHKY Ge3onacHocTy [1][H;

KaKOBBI POJIM U OOS3aHHOCTH JIOIKHOCTHBIX JIML, OTBEYalONINe 3a IIPpOBee-
HU€ NMONUTHKH be3onacHocTu [1/1H, a Tak jke MX YyCTaHOBHTD OTBETCTBEHHOCTE,

KTO BMeeT Ipasa noctymna K ITJ{x;

KaKMMH MepaMU U CpeJICTBaMH obecrnieunBaeTcs 3amuTa [1/]H;

KaKuMH MEPaMH U CPeACTBAMU 00eCIeunBaeTCs KOHTPOIIb 3a COOIIOAeHIEeM
BBEJEHHOI'O pexxrmMa 0e30IacHOCTH.

OpraHu3allOHHBIE MEPHI JOKHBI:

IIpelyCMaTpuBaTh PErIaMeHT WHGOPMAIMOHHBEIX OTHOILIEHUMN, HCKITIOYAro-
IMUX BO3MOXHOCTh HECAHKIIMOHUPOBAHHBIX NEUCTBHI B OTHOLIGHUH OOBEKTOB 3a-
LU THI;

OPENENATE KOATUIUOHHbIE U WepapXU4ecKHe IIPUHLMITBI i METOBI pasrpa-
HU4eHus noctyna K I[1/]x;

OIPEJeIsTh MOPANOK paboThl ¢ MPOrPaMMHO-MATEMATUYECKUMU U TeXHIYe-
CKAMH (@IllapaTHble) CPeACTBAMH 3aIUTBl M KPHIITO3AIIMTH M IPYTUX 3allHTHBIX
MEXaHU3MOB;

OpraHu3oBatb Mepbl nportuBoxeiicTBus HCJl mosb3oBaTensMu Ha 3Tamax
ayTeHTH(QUKAINH, aBTOPU3ALIHIH, HICHTU(GUKALUHN, 00eCIeYnBAIOLIIAX rapaHTuu pe-

AJIN3ally IIpaB U OTBETCTBEHHOCTH C}/6T:-CKTOB I/IH(bOpMaLII/IOHHLIX OTHOILICHUH.
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B opranusaruoHHsie Meph! JOKHBI COCTOSTH U3:

periamMenTa foctymna B nomemenus UCIT/H;

TIOPAZIOK NOMyCKa COTPYAHUKOB K HCITONB30BaHuI0 pecypcoB MCIT/Ia Yupe-
KIEHHUS; |

pellaMeHTa MpOLECCOB BeACHHUs 0a3 aHHBIX M OCYIIECTsIeHHusS MOAU(HKa-
MU HHPOPMAILOHHBIX PECYPCOB;

periaaMenTa MpoLeccoB 00CIy)KUBAHHS U OCYIIECTRIEHHS MOIUDHKALINN aTl-
NapaTHEIX U IporpaMMHEIX pecypcoB VICITIH;

MHCTpYKUui mons3osatenedt UCTI[H (agmunmctparopa VCIT/IH, aamumm-
cTpaTopa 6esonacHocTH, oneparopa MCITJTH);

MHCTPYKIUS TOJIB30BaTe s IPH BO3HUKHOBEHUH BHEIITATHBIX CUTYAIHH.

6.4 duznueckue Mepbl 3aLHThI

Ousnyeckne Mepsl 3allUTEl OCHOBAHBI HA IPHMEHEHUH PA3HOro pojia Mexa-
HHUYCCKUX, SJICKTPO- HJIM 3JIEKTPOHHO-MEXaHMYECKHUX YCTPOMCTB M COOPYKEHHI,
CIICHHATILHO MPEAHASHAYEHHBIX Ul CO3[aHUs (DU3MYECKHMX MPEIATCTBHN HA BO3-
MOXHBIX MyTSX NPOHUKHOBEHUS M JOCTYIIa INOTCHIHATBHBIX HAPYLIUTEIeH K KOM-
TIOHEHTaM CHCTEMbI M 3aIMIAEMON HH(POPMALMH, a TAKKE TEXHUYECKHX CPENCTB
BU3YaJIbHOT'O HAO/IIONEHNUS, CBS3U U OXPAHHOM CHTHAM3AIHH.

OusnyecKas 3allliTa 3[aHUM, TOMEIICHHH, 06BEKTOB 1 cpencTB uHGOpMaTH-
3alky NIOJIKHA OCYIIECTBIIATECS IIYTEM YCTaHOBIEHHUS COOTBETCTBYIOIIMX IIOCTOB
OXpaHBl, C IIOMOIIBIO TEXHUYECKUX CPE/ICTB OXPaHbI WK JIOOBIME IPYTUMH CIIOCO-
0amu, npeoTBPALLAOLMMY UK CYIIECTBEHHO 3aTPYAHAIOLIUMU [IPOHUKHOBEHHUE B
3M1aHue, NMOMCIICHHS ITOCTOPOHHUX JIHILI, XMIIEHHe HH(POPMAIHMOHHEIX HOCHTENEH,
CaMMX CPeACTB WH(OPMATU3ALMHY, HCKIFOYAIOMINAMH HAXOKICHNS BHYTPH KOHTPO-

TUPYeMO#i (OXpaHseMO#) 30HBI TeXHUIECKUX CPEJICTB Pa3BeIKH.

6.5 AnnapaTHo-nporpaMMHbIe CpeCTBA 3aUIAThI I /{n

TexHudeckue (anmapaTHO-IPOrpaMMHBIE) Mepbl 3allMThl OCHOBAHBI HA HC-
HOJIE30BAHMH  PA3IMYHBIX SJIEKTPOHHBIX YCTPOMCTB M CIELHMANBHBIX IIPOrPaMM,

BxomAmux B cocraB VICIIJIH 1 BEIMOIHSAIONINX (CaMOCTOSITENBHO HIIA B KOMILIEKCE
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C APYTUMH CpeACTBaMK) (QYHKIUM 3aLTUTHl (MICHTUGUKALKIO ¥ ayTeHTH(UKAIUIO
NI0JIb30BATENIEN, PasrPaHMYEHUE JOCTyIla K pecypcaM, PErucTpalMio COOBITHH,
KPHIITOrpa(uIecKoe 3aKpbITHe HHHOPMAIIUH U T.11.).

C yuerom Bcex TpeGOBaHWI M NPHUHIUIIOB obecreueHus Gezomacuoctu I1/1H
B MCII/In mo BceM HampaBlIeHHSM 3allUTEl B COCTAB CHCTEMBI 3aIlUTHI JOJDKHBI
OBITb BKITFOYEHBI CIIETYIOIIHE CPENCTBA:

CpelcTBa WICHTU(QHKAIMY (OTIO3HABAHUS) U ayTeHTH(hHUKAMU (II0ATBEPXKIe-
HHS OJIMHHOCTH) nostb3oBateneit MCIT]Ix;

CpeICTBa pasTpaHUYEHHs JOCTYIa 3apErUCTPUPOBAHHBIX 1TOJIB30BATENEH CH-
cteMbl K pecypcam UCI /I Yupexnenus;

CpeACcTBa 00ecleYeHrs U KOHTPOIIS LIEJIOCTHOCTH MPOrPaMMHBIX U HH(OpMa-
LIUOHHBIX PECYpPCOB;

CpelCTBa ONEPATHBHOIO KOHTPOJISI U PErUCTPAIHH COOBITHA 0€30IIaCHOCTH,

KpHIITOrpapuyecKkue cpencTna 3amurel [1/1H.

Ycnelnsoe npuMeHeHHE TEXHUUECKHX CPE/CTB 3aIUThl Ha OCHOBAHHH TPHH-
LIUIOB (pasfen 5) npeanosaraeT, YTo BHITONHEHHE MEPEUHCIIeHHbIX HIKe Tpe6oBa-
HUH 00eCIeYeHO OpraHM3alMOHHBIMU (aAMHHUCTPATUBHBIMU) MEPAMH M HCIIONb3Y-
eMBIMU (GDU3NIECKUMHU CPENCTBAMHU 3aALUTHL:

obecrniedyeHa hu3nYeCcKas IeJIOCTHOCTh BCEX KOMITIOHEHT NCIIg;

KaXIbI COTpyIHHUK (momb3oBarens VICII/IH) mnd rpymia nosb3oBaTencii
HMEET YHUKAJIbHOC CUCTEMHOE UMsI 1 MUHUMAJIBHO HEOOXOMUMBIE IUIS BBIMIOTHEHHS
MM CBOMX (YHKIHOHAIBHBIX OOS3aHHOCTEH IIOJHOMOYHS MO JOCTYITYy K pecypcam
CHUCTEMBI,

B UCIIIn Yupexnenus pa3paboTka ¥ OTIafka MPOrPaMM OCYIIECTBISETCS
3a npeneigamu ICII/1H, Ha HCTIBITaTENBHEIX CTEHIAX,

BCE M3MEHCHUs KOHQUIYpalluM TeXHHYECKHX W MPOrpaMMHBIX cpeacts MC-
I1JlH mponsBoasTCsS CTPOro yCTaHOBIEHHBIM TOPSKOM (PETHCTPHPYIOTCS M KOH-

TPOMPYIOTCST) TOBKO HA OCHOBAHMH PACIIOPSIKEHHUI PyKOBOACTBA YUpeK IeHHS;

32



ceTeBoe 000pyoBaHKe (KOHLEHTPATOPbI, KOMMYTATOPBI, MAPIIPYTH3ATOPEI U
T.Il.) PACIIONAraeTcs B MeCTax, HeAOCTYIIHBIX ISl HOCTOPOHHHUX (CIIELHabHbIX T10-
MEIIEHUAX, Kadax, u T.I1.).

CHeNUaTUCTaMK Y UPEeXIEHHs OCYINECTBISETCS HENPEPHIEHOE YIIPaBIeHHe U

aIMUHUCTPATUBHAS MOJIEPKKA QYHKIIMOHUPOBAHHUS CPEACTB 3aLIUTHL.
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7 Kontpousb 3¢ PpextuBHocTu cucremsbl 3amuThl UCIIIn
Yupexaenus

Kontpoiss s3dpdexkruBHoctr C3I1/IH momkeH OCYIIECTBISCTCS Ha TEPUOIH-
YeCcKoil ocHoBe. Llenpto KOHTpoJst 3G PEKTUBHOCTH SIBIISIETCSI CBOCBPEMEHHOE BBISIB-
JTeHHe HeHaJuexanmx pexxuMoB padborsl C3II/IH (oTKItOUeHHE CpPe/CTB 3aIlUThI,
HapylIeHHe PEXUMOB 3allUThl, HECAHKIIMOHUPOBAHHOE W3MEHEHHE PeKUMa 3alllu-
TBI U T.IL.), @ TaK IIPOTHO3MPOBaHUE U MTPEBEHTUBHOE pearupoBaHKe HA HOBBIE YIPO-
3b1 Oe3omacHocTy I1/]H.

KoHnTpone MOXkeT NpOBOANUTHECS KakK aAMUHUCTpaTopaMu HesomacHoctu MC-
[1In (omepaTUBHBIM KOHTPOIB B Mpollecce HH()OPMALMOHHOIO B3aUMOAEHCTBHS B
WCIIOn), Tak 1 NpUBIeKaeMBbIMHU AJISl 3TOH II€JIM KOMIIETEHTHLIMU OpraHU3aLMAMH,
MMEIOIIKMMH JIMLEH3UIO Ha JTOT BUJ JeaTenbHOcTH, a Takke (PCTOK Poccun u
@CBb Poccun B npesenax ux KOMIETEHIIAN.

KoOHTpons MOXET OCyIIeCTBISTECS aAMUHHUCTPATOPOM O€30MACHOCTH KaK C
MIOMOIIBIO IITATHBIX CPEACTB CUCTEMBI 3aITUTHI [1/IH, Tak ¥ ¢ TOMOIIBIO CIIEIHAIIb-
HBIX IIPOTPaMMHBIX CPEACTB KOHTPOJISL.

Ouenkxa spdextuBHOCTH Mep 3ammuThl [1J[H TPOBOAUTCS ¢ HMCIIOIB30BAHHEM
TEXHUYECKUX U MPOrPaMMHEIX CPEJICTB KOHTPOJIS Ha MpPEeAMET COOTBETCTBHSI yCTa-

HOBJIEHHBIM TPeOOBaHUSIM.



8 Cepnl oTBeTCTBEHHOCTH 3a Ge3onacHocTh I In

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJIb Haj oOecredeHHeM 0es3-
OITACHOCTH MEPCOHANBHEIX JaHHBIX ABIAETCS PYKOBOAMTENh YUpexaeHus. Pykoso-
AWTE]Ib MOXET JIeJIErHpPOBaTh YacTh IIOJTHOMOYMHI MO oOecreueHnio 0e30macHOCTH
[IEPCOHAJIbHBIX TaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJUTEINS BKIIIOUAET CIEAYIOIIHE HATPABICHHUS
obecnevenus 6e3zonacuocty IT/IH:

IlnanrpoBanue U peanusanus Mep o obecneyenuro GesomnacHoct I11H;

AHanus yrpos 6e3omacuocty I1/1H;

Pa3paboTky, BHeApeHHE, KOHTPOIb UCIIONHEHHS U MOAEPKAHHE B aKTyallb-
HOM COCTOSHHUHU IIOJHUTHK, PYKOBOJCTB, KOHLEMIUH, MpOIeayp, PerIaMeHToB, HH-
CTPYKLHUI W JPYTUX OPraHU3allMOHHBIX JOKYMEHTOB MO 00eCIeUeHHI0 0e30TacHo-
CTH;

Konrpons sammmennocta UT undpactpykryper Kommanuu ot yrpos UMb my-
TEM;

OO6yuenune u uHbopMupoBanue nosbs3osateneit UCI1IIH, o nopsake paGoTl ¢
[TJT1 u cpencTBaMU 3aIlUTHL;

IlpenoTspamenye, BbIIBICHUE, peardHpOBaHHe M pacclefosaHue HapylIeHuH

6e3omacroctu [1/H.

Ipu B3auMoOneHCTBHU CO CTOPOHHUMY OpPraHU3allUsIMU B ClIydasx, KOrJa co-
TPyAHHMKaM 3THUX OpPTaHU3alWK MPEeJOCTaBIAETCS JOCTYI K 00bEKTaM 3alluThI (pas-
fiedt 3), ¢ 9TUMM OPTaHM3aIUSIMU JIOJDKHO OBITH 3aKmtodeno «Coryanienne o KOH(H-
ACHIHMATBHOCTHY, TH00 «Cornamenue o cobmoneHnn pexxumMa 6e3omacHoctd I11H
npu BeiosnHeHnH pador B MCII/JH». [lonrotoBka THIOBEIX BApHAHTOB 3TUX CO-

TJIAIIeHUH OCYLIECTBISETCS COBMECTHO ¢ FOpHIUUeCKUM OTAEIO0M.
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9 Moaeab HApyIIHTEs 0€30I1aCHOCTH

Iox Hapyiirenem B YupeskIeHUH OHUMAETCS JIHIO, KOTOPOE B PE3yJIbTaTe
YMBIIUICHHBIX WM HEYMBIIUIEHHBIX NEHCTBUH MOXET HaHecTH yiuepd oObexTam
3a10UThI (pazzen 3).

Hapymmrenu moxmpasmensrorcs mo npu3HaKy npuHamiexHoctu Kk MCIT/H.
Bce HapymmTeny gemstces Ha ABe TPYIIIEL

® BHEIIHWe HapyIIMTENH — (QU3MYEeCKUe JINIA, He UMEOIIHE IIpaBa Ipe-
ObIBaHKs HA TEPPUTOPUU KOHTPOIMPYEMOM 30HEL, B IIpe/ienax KOTOpOil
pasmemaercs obopynosanue MCIT/H;

® BHYTPEHHUE HapYIIUTEIH — (U3MYECKHe JIULA, UMCIOIIHE TIPaBo Ipe-
ObIBaHKS HA TEPPHTOPHH KOHTPOIHPYEMOM 30HEI, B Ipeenax KOTOPOi
pasmeniaercs obopynoBanue MCIT/H.

Krnaccupuranus HapymmTeneil mpeacrasneHa B Mogenu yrpo3 Ge3omacHo-

CTH MEePCOHATIBHEIX NaHHbIX Kax o MCIT/x.
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10 Moaesab yrpo3 0€30acHOCTH

Jns VCIT[Ja YupexaeHusl BBLOEISIOTCS CIETYIOIne OCHOBHBIE KaTEropHHy
yrpo3 6e30MacHOCTH NEPCOHAIBHEIX JAaHHBIX:

1) Yrpo3sl OT yTeuKH 110 TEXHUYECKUM KaHaJlaM.

2) Yrpo3sl HECAHKIHOHUPOBAHHOTO JIOCTyIa K UH(OPMALH:

- Yrpo3sl yHUUTOXKeHUs, XullleHus! arnapatHbix cpeacts MCITIH Ho-
cuTeeil nHGopMaIHy TyTeM Gpusndeckoro goctyna K snementam MCIT .

- YIpo3bl XUIleHUs, HECAHKIIUOHUPOBAHHONH MOJU(DUKALMHA UM OJI0-
KUPOBaHMs MHGOPMAIIMH 3a cCueT HecaHKinoHupoBaHHoro nocryna (HCI) ¢
IPUMEHEHHEM MPOrPaMMHO-aIMapaTHBIX W TPOTPAaMMHBIX CPEACTB (B TOM
qHClie IPOTPaMMHO-MaTeMaTUYeCKUX BO3AEHCTBUN).

- Yrpo3bl He MpelHaMEPEHHBIX NEUCTBUW IOJIB30BATENIEH U Hapylle-
Huit 6e3omacHocTH Pynkuunonuporanus MCIIIu u C3I111 B ee cocTaBe us-
3a c00eB B MPOrpaMMHOM 0O0€CIEeUYeHNH, a TAKXKE OT yIpo3 HEAHTPOIIOT€HHO-
ro (c6oeB ammaparypbl W3-3a HEHAIS)KHOCTH 3JIEMEHTOB, COOEB 3JIEKTPOIIUTA-
HUS) U CTHXUHHOTO (YIapoB MOJHHH, MOXapoB, HABOJHEHUH U T.II.) Xapak-
Tepa.

- Yrpo3bl MpegHAMEPEHHBIX JEUCTBUI BHYTPEHHUX HAPYILIUTEIEH.

= YFpO3I>I HECAHKIMOHHWPOBAHHOI'O OOCTYIIA I10 KaHallaM CBS3H.

Omnmcanne YI'pO3, BEPOATHOCTE HX peajlr3alliid, OIIaCHOCTb M aKTyaJIbHOCTb
npeacTaBJICHLI B MOI[GJII/I yrpos 0e30MacHOCTH IMMEPCOHAJIBHBIX HTaHHBIX KaXX 101

WUCTIx.

37



11 Mexanu3m peaausanun Konnenuuu

Peanuzanus KoHmenuuu A0KHA OCYIIECTBISTHCS Ha OCHOBE IMEPCIEKTHB-
HBIX [IPOrPaMM U IUIAHOB, KOTOPbIE COCTABIISIIOTCS HA OCHOBAHUU U BO UCITIOJIHEHUE:

e (benepanbHBIX 3aKOHOB B oOnacty obecrieyeHuss WHPOPMAILMOHHON 0e3-
OIIACHOCTH U 3aIUTHI HH(DOPMAITHH;

e rnocraHosieHui [IpaBurenscTBa Poccuiickoit @enepariu;

® DPYKOBOISIIWX, OPIraHU3ALMOHHO-PACIIOPSIIUTEIBHBIX WU METOQUYECKHX
noxyMmeHToB @CTIOK Poccun;

e mnorpednoctelt UCII/IH B cpencTax obecrieuenus 6e30MacHOCTH HHAOP-

Maluu.
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12 Oxupaemvlii 3¢p ekt ot peanusannu Konnenunu

Peamusanus Konnenmuu 6e3omacuoctu I1)]H B MCII1/Iz n103BOIHUT:
® OLCHUTH cocTosHMe Oe3omacHocTH wHGopMaruu WMCIT/{H, BBIIBUTH UC-
| TOYHUKHA BHYTPEHHHMX M BHEIIHUX YIpo3 WHGOPMAIMOHHOM Ge30IacHo-
| CTH, ONPENENUTh NMPUOPUTETHBIE HANpPAaBIEHUS NPEeACTBPAIeHHUs, OTpa-
‘ KCHHSI M HEHMTpanu3aluy 3TUX yIrpos;
® pa3paboTarh pacmopsAUTeNbHblE M HOPMATHBHO-METOIMYECKHE JOKY-
MeHTHI ipuMeHuTenbHo K MCIT/IH;
® IPOBECTH Kiaccupukanuio u ceprudukanmo MCII]Ix;
® MPOBECTH OPraHU3alMOHHO-PEKUMHBIE U TEXHHYECKHE MEPONPUATHS T10
obecnevenuto 6esonacuoctu [1/1n B MCII/Ix;
® 00ecrneYnTh HeOOXOAUMBIN YPOBEHD 6E30MaCHOCTH 06bSKTOB 3AIUTEL
OcyliecTBIeHNE STUX MEPONPHUITHH O0ECIIEUNT CO3NAHUE eIHHOM, IIEOCT-
HOM U CKOOPJMHWPOBAHHOH CHCTeMbI HH(OPMaIUOHHOH GesonacHoctu VICII/IH 1

CO34aCT YCIIOBHS IJISI €€ JaJIbHEHUIIIErO COBCPIICHCTBOBAHU .
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13 Cnucok HCnoJib30BAHHBIX UCTOUYHHKOB

OCHOBHBIMU HOPMATHBHO-TIPABOBLIMU U METOJUYECKUMH JTOKyMEHTaMH, Ha
KOTOPBIX Oa3upyercs HacTosmas KoHenmus, siBIsSIOTCS

1 ®enepanbhbiil 3akoH oT 27.07.2006 r. Ne 152-@3 «O nepcoHaIbHBIX JaH-
HeIX» (nanee — P3 «O nepcoHaJbHBIX JAHHBIX»), YCTaHABIHBAIOIIUN OCHOBHBIE
IIPUHLUIBI U ycioBus oOpabotku I1JIH, mpaBa, 00s13aHHOCTH U OTBETCTBEHHOCTH
YYaCTHHUKOB OTHOLIEHHH, CBsI3aHHBIX ¢ 00paboTkoit [1/1H.

2 «O0 yTBep)KIE€HUU TepedHs Mep, HalpaBJIeHHBIX Ha oBecrieden e BEITON-
HEeHUs1 00SI3aHHOCTEH, MpeayCMOTPEeHHBIX (GeaepanbHbpM 3akoHoM «O TMepcoHab-
HBbIX JAHHBIX» U NPUHITBIMA B COOTBETCTBHHM C HUM HOPMATHUBHBIMHU MPaBOBBIMHU
aKTaMH, OIlepaToOpaMHu, SBJSIOIIUMUCS TOCYyJapCTBEHHBIMHU WJIA MYHUIUINATbHBIMU
opra"ammu», B cooTBeTcTBUHU ¢ [locranoBnenuem IIpaBurenscrsa PO ot 21.03.2012
Ne211

4 «TpeboBaHMs K 3alllUTe MEPCOHAIBLHBIX TAHHBIX IPH AX 00pabOTKe B WH-
(opMallMOHHBIX CHCTeMaxX MEePCOHAIBHBIX JaHHBIX», YTBepkIneHHoe [locTaHoBITe-
HueMm [ IpaBurenscrBa PO ot 1.11.2012 1. Ne 1119.

3 «llonoxxenue 00 ocoOeHHOCTSIX 00pPabOTKU MEePCOHANBHBIX AaHHBIX, OCY-
IIECTBJsAEMON 0Oe3 KCIOIb30BaHUsl CPEACTB aBTOMAaTH3allUKy, yTBepxkAeHHoe [lo-
cra”osieHueM [IpaBurensctBa PO o1 15.09.2008 r. Ne 687.

4 «TpeOoBaHus K MaTepUalbHBIM HOCHUTEIISIM OHOMETPHUYECKUX IepPCOHAab-
HBbIX JaHHBIX U TEXHOJIOTUSM XPaHEHMs TaKUX JAHHBIX BHE WH(MOPMAIIMOHHBIX CH-
CTEM IEePCOHAIBHBIX AAHHBIX», yTBepxAeHHble [locranosnenuem [IpaBuTenncTBa
P® ot 06.07.2008 r. Ne 512.

5 HopmaruBHO-MeTOIMUECKHe JOKYMEHThl DerepabHOk CITyKObI 10 TEXHU-
YECKOMY M S3KCIepTHOMY KOHTporo Pocculickoii @epepauun (manee - OGCTIOK
Poccun) o obecneuenuro 6ezonacHocTu [1/IH npu ux o6padotke B ICIT/IH.

6 Meroauka onpese/ieHUs] aKTyaJbHBIX YIpo3 Oe30MMacHOCTH MePCOHATBHBIX
J@HHBIX IPH UX 00paboTKe B MH(YOPMAIMOHHBIX CUCTEMAX II€PCOHATBHEIX JAHHBIX,

yTB. 3aM. nupekxtopa ®CTOK Poccun 15.02.08 .
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